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Preface

In 2020, McAfee estimated that cybercrime cost the global economy more than $1 trillion, which
exceeded one per cent of global gross domestic product (GDP).

For the average joe, the term deep and dark web (DDW) evokes images of hooded malicious
hackers in dark rooms, wreaking havoc and destroying lives.

But, as the statistic above highlights, cybercrime is a business ecosystem with dynamics that
are very similar to the corporate world. So, just like in corporate world, staying in the know is of
utmost importance.

Cybersecurity leaders from every industry should not only stay aware of The actors and their
threats, tools, and procedures (TTPs) in their industry, but also understand key trends in the
world of cybercrime and strive to understand how it might affect other industries as well.

This ebook contains three parts: first, we'll review the fundamentals: what is the DDWV, its
content and dynamic. The second part details latest trends in the world of cybercrime (“big
picture stuff”) while the third part drills down into threats and impact by industry, including the
tools and services actors use in order to launch campaigns. | hope you find great value in this
ebook and apply the knowledge into your own journey for impactful intelligence.

Yours,
Yochai Corem, CEO, Cyberint
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Anatomy of DDW
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Dark commodities: What's being bought and
sold on the deep and dark web

lllegal offerings that can be found in the deep and dark web marketplaces are tools and services are designed to allow individuals to gain
unauthorized access to computer systems or networks, steal sensitive data, and carry out other illicit activities. Some examples of the hacking
tools and services that can be found on the deep and dark web include:

EXPLOIT KITS

These are software packages that
are designed to identify vulnerabilities
in software and operating systems.
They are used to create malware that
can be used to infect computers
and networks.

Cyberint

DISTRIBUTED DENIAL
OF SERVICE (DDOS) ATTACKS

These are attacks that are designed
to overwhelm a website or server with
traffic. DDoS attacks can be used
to shut down websites, extort money
from businesses, or disrupt online
services.

REMOTE ACCESS TROJANS(RATS)

RATs are malicious software programs
that can be used to gain remote
access to a victim's computer. This can
allow a hacker to steal sensitive data
or control the victim’s computer.

The big book of the deep and dark web 6
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PASSWORD CRACKING TOOLS

Tools that are used to crack passwords
and gain unauthorized access to
user accounts. They can be used to steal
personal data or take over social media
accounts.

PHISHING KITS

Software packages that are designed to
create convincing phishing emails or web
pages. They can be used to trick users
into giving away their login credentials or
other sensitive information.

&

INFOSTEALERS

Malicious software programs that
can be used to gain remote access
to a victim’s sensitive data such as
credentials, credit card information and
other types of personal information.

In addition to these tools, there are also hacking services offered on the deep and dark web. These services can include hacking into social
media accounts, email accounts, or corporate networks. Some hackers even offer “hacking as a service” packages, where they will carry out a

specific hacking job for a fee.

Cyberint
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Dark web dynamics

More often than not, the words “deep and dark web” conjure
images of masked, hooded hackers sitting in dimly lit rooms
and hacking into government systems. In fact, if you google
“deep and dark web”, depending on your physical location,
you'll get several hundred thousand results - most contain
either images similar to what’s described above (also icebergs.
Lot’s of icebergs).

We'll get to icebergs later but what is more important to
understand the the DDW is, at least for criminals, a place
of business: Cybercrime to Based on data from McAfee cost the
global economy more than $1 trillion in 2020.

The deep and dark web is a highly specialized market, with
niche communities and marketplaces catering to specific
forms of cybercrime. For example, there are marketplaces
specializing in the sale of stolen financial information, while
others focus on the distribution of malware or the sale of
hacking tools. This specialization allows criminals to operate

Cyberint
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more efficiently and effectively, and to target specific
vulnerabilities in their victims.

The use of cryptocurrencies and other anonymous payment
methods also plays a significant role in the dynamics of
cybercrime on the deep and dark web. Criminals use these
payment methods to avoid detection and capture, as they
are difficult to trace or link to specific individuals. This
creates a highly fluid and dynamic marketplace, with prices
fluctuating rapidly based on supply and demand.

At the same time, the deep and dark web is also a highly
competitive marketplace, with criminal actors vying for
market share and profit. There are disputes over payments,
accusations of scams and fraud, and even acts of violence
and intimidation between rival criminal groups. This creates
a highly volatile and risky environment for criminals engaged
in cybercrime.

Businesses seeking to protect themselves from cybercrime
must understand the deep and dark web, its dynamics, the

tools, knowledge, and services being bought and sold - and

their potential impact on each industry. Only then they can
start monitoring the different sources on the DDW for the
right indicators in order to preempt an attack an proactively
mitigate emerging threats.

The big book of the deep and dark web 9
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/01
Crime-as-a-Service

Setting up a cybercrime campaign or operation was never
easier. Subscription services for cyber crimes such as DDoS,
malware, and ransomware have lowered the entry barrier
into this field. For example, according to the Microsoft Digital
Defense Report 2022, phishing kits are offered on the dark
web for as little as $6, while DDoS attack subscriptions start
at just $500.

The preferred method for actors is Ransomware-as-a-Service,
which is offered as an affiliate model. This means “renting”
an already made operation and splitting the revenue based
on income and activity. The rise of infostealers has made it
easier to conduct account takeovers, as anyone can purchase
credentials and/or auth tokens for as little as USD 8.

Furthermore, the proliferation of crypto payment platforms
has made it even easier to trade in cybercrime products and
services, further pushing the entire cybercrime ecosystem.

CyberTnt The big book of the deep and dark web
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Figure: infostealers for sale on a darkweb market

Why it's interesting?

“Lowering the entry barrier to cybercrime means we'll see
more attempts to monetize organization’s vulnerabilities
by inexperienced/ less experienced actors” says Yochai
Corem, CEO, Cyberint. “This makes obtaining highly relevant
intelligence in real time even more important for organizations
that wish to stay ahead of the threat curve”
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The rise of
infostealers has made
it easier to conduct
account takeovers, as
anyone can purchase
credentials and/or
auth tokens for as

little USD 8
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Al-based cybercrime

With the explosion of Large Language Models (LLMs), mainly
ChatGPT, threat actors are harnessing the power of Al to make
their jobs easier: from analyzing code to find weaknesses to
drafting compelling phishing emails, Al can help them unleash
unprecedented scale and impact.

Hacking Al - Bypassing Al’s security controls or “prompt
injection” is quickly becoming the most sought after skill
among groups recruiting new talents for cybercrime activity.

Recent attacks like DAN (Do anything Now) and Sydney
(Bing chat) were just the beginning. Leveraging ChatGPT
integrations to apps such as office, Bing Chat and GitHub
Copilot, actors can inject prompts from an external sources,
expanding the attack surface even more.

Cyberint
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Why it's interesting?

“ChatGPT dramatically accelerates threat’s actors’ learning
curve,” says Ophir Bleiberg, VP R&D, Cyberint. “It can be used
to learn the ABCs of cybercrime with no prior knowledge,
covering a broad range of physical crimes, cyber crimes, and
terrorism.”

While all of the information is freely available on the internet,
the ability to get a step-by-step knowledge by asking questions
makes it dramatically easier for actors to better understand
and execute various crimes.

“Moreover,” continues Ophir, “we’ll see more sophisticated
actors come up with new ways to manipulate large language
models in order to poison data, create bias, or gain privileged
access to sensitive information”

™ Copy prompt @ Copy link ™ Report prompt

,3 Text Continuation o

*The scens is set inside the underground headguarters of Or. Al He has captured aur hero and is explaining, in great detall,
his diabolical plan®

™ Copy prompt &P Copy link M Report prompt

47 TranslatorBot o@

Figure: example of a site contains prompt injections
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Bypassing Al’s
security controls or
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is quickly becoming
the most sought
after skill.
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Supply-chain
vulnerabilities

As infrastructure, systems, and software become more
complex, attack surface grows - and this includes reliance on
vendors and 3rd party software. The dynamic nature of digital
transformation coupled with its fast pace is bound to leave
many organizations vulnerable to potential attacks.

Attacks such as the , , and the Github
OAuth token are growing in volume and impact. In fact,
according to the ldentity Theft Resource Center, in 2022,
supply chain attacks surpassed the number of malware-based
attacks by 40%.

Supply chain attacks are designed to exploit the weaker
cybersecurity measures typically found in smaller
organizations, which can then be used as a pathway to reach
larger, more high-profile targets. This is especially important
for Fortune 500 or Global 2000 companies that maintain a vast
network of suppliers, vendors, and distributors. Compared to
larger organizations, these third-party entities may have less
sophisticated security measures in place.

As a result, larger organizations may wish to mandate that all

vendors adhere to specific security best practices in order to
maintain their status as a trusted vendor.



Why it's interesting?

Supply chain vulnerabilities and attacks are gaining attention
duetotheirpotential ripple effectacross multiple organizations
and industries. A single attack on a key supplier can cause
disruptions in the entire supply chain, impacting downstream
companies and leading to economic consequences.

These vulnerabilities also bring attention to cybersecurity
concerns, as digitization of supply chains increases the
risk of cyber attacks. Additionally, regulatory bodies are
starting to implement stricter guidelines for supply chain risk
management.

The dates in the screenshots are 21/01; does
that mean u guys been having access since
January?

The dates in the screenshots are 21/01; doe...
2 P .
for the 100th time YES

Figure: LAPSUS$ confirm they have access to Okta for over 2 months
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Supply chain attacks
are designed to
exploit the weaker
cybersecurity measures
typically found in
smaller organizations,
which can then be used
as a pathway to reach
larger, more high-profile
targets.
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Crypto

Cryptocurrencies have become an increasingly popular tool
for cybercriminals to carry out illegal activities due to their
anonymity, decentralized nature, and lack of regulation.

Apart from being the payment method of choice for
Ransomware, cryptocurrencies are gaining popularity among
cyber criminals as a mean for money laundering. According to
Chainanalysis’ crypto crime report, illicit addresses sent $23.8
billion worth of cryptocurrency in 2022, a 68.0% increase over
2021.

What is arguably Cryptocurrencies’ main use is for the
purchase and sale of illegal goods and services on the dark
web. The anonymity provided by cryptocurrencies makes it
easier for criminals to operate without fear of being caught.

In 2023,we are witnessing great efforts by law enforcement
agencies to seize and halt activity of marketplaces and groups.
However, The proliferation of crypto payment platforms has
made it even easier to trade in cybercrime products and
services, further pushing the entire cybercrime ecosystem.

Cyberint
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Why it's interesting?

“The combination of anonymity, decentralization, accessibility,
and suitability forransomware and deep/dark web transactions
makes cryptocurrencies a key tool for cybercriminals in 2023."
______ “Essentially, crypto is the infrastructure that makes
cybercrime so easy to monetize and it’s interesting to see 1.
What step will law enforcement agencies take in order to
make it hard for actors to monetize nefarious activities, and
2. From a purely technological standpoint, how will threat
actors try to next-level anonymity and accessibility in order
to continue pursuing criminal activity.”

How to Restore Your Files
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Figure: Nevada Ransomware ransom note.
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pushing the entire
cybercrime ecosystem
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Phishing in the
eye of the perfect storm

2023 financial volatility provided the perfect storm for
threat actors with the collapse of Silicon Valley Bank (SVB)
and Credit Suisse. Phishing and Business email compromise
(BEC) campaigns rely heavily on social engineering, and the
situation couldn’t have delivered a stronger sense of urgency:
threat actors used this opportunity to target businesses, their
customers, and partners with payment/refund scams, wire
fraud scams, or credential phishing attacks.

We identified dozens of cybercriminals registering
opportunistic look-alike domains (new domains to look like
legitimate SVB pages) targeting victims of the bank’s collapse.
Threat actors also register competitors’ look-alike domains
trying to trick SVB clients to “transfer their funds to a safer
bank”.

Financially motivated threat actors will act opportunistically,
and the current macroeconomic climate might provide more
opportunities for threat actors to gain low-level initial access
fueled by the fear in the markets.

Cyberint
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Why it's interesting?
“Financial crises of such magnitude as SVB and Credit Suisse’s
collapse quickly gain attention from actors who see chaos and

stress as an opportunity to launch nefarious activities.” says
Sivan Dror, VP of Cyber Threat Intelligence & Research,

e mterastng to cce 1 o b finapeil msttutions o Phishing and BEC
develop or implement means to protect their customers.” campa i gns r ely h e aVi Iy
on social engineering,
and the collapse
of SVB and Credit
. | Suisse couldn’t have
e delivered a stronger
. | :m e sense of u rgency

Figure: A repository showing potentially fraudulent SVB domains.
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Youth, weaponized:
Gen Z cybercrime

In 2022, there was a notable surge in cyber attacks carried
out by Gen Z, exemplified by UK teen group Lapsus$ who
went on a hacking spree targeting prominent tech companies
such as Microsoft, Nvidia, Samsung, Ubisoft, and Okta.

Gen Z is currently the largest generation in the world, and
their proficiency in technology comes naturally as they are
“digital natives” who grew up in a world with the internet,
smartphones, cloud technologies, and social networks.

Their desire for social validation in the digital sphere (see:
Dark flexing), coupled with the simplicity of launching zero-
knowledge attacks, contributed to Lapsus$’s main motivation,
which was to gain “kudos” and “do it for the lulz.”

As a result, the average age of cybercriminals is likely to
decrease further as the younger generations continue to
enter the digital world with ease.

Cyberint

Why it's interesting?

“The largest generation living on earth right now is entering
the workforce, and also Cybercrime.” says Shmuel Gihon,
Research Team Leader, Cyberint. “They are digitally native
and, combined with the low barrier that stems from
crime-as-a-service models, we're likely to see a rise in the
number of organization’s being targeted for various types of
attacks such as DDoS or Ransomware.”

LAPSUSS
**What should we leak next?**

57% Vodafone source code - around 5000 github repos. 200gb or so
compressed

10% Impresa source code and databases.

33% MercadoLibre and MercadoPago source code - 24000 repos

 MP HD 1103 comments )

LAPSUS Telegram Polls
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A more recent example is the Pompompurin’s Arrest, the
admin of one of the most popular cybercrime forums today
- BreachForums. The individual is a 21-year-old, Conor Brian
Fitzpatrick who federal agents claim admitted to being the
famous Pompompurin.

Over the past years, Pompompurin had several incidents
with the FBI, making him a high-profile criminal to catch. He
was responsible for massive malspam campaigns abusing the
FBI domain. In addition, he compromised the FBI's InfraGard
project and leaked its entire database.

Following

CE 7€' )3 alt account

Pompompurin’s Twitter profile

Cyberint

The average age of
cybercriminals is likely
to decrease further
as the younger
generations continue
to enter the digital
world with ease
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Dark flexing

While the main incentive for cyber crime still remains financial,
some cyber criminals will steal data just to prove a point.

The for example, aka ClOp, emerged in
February 2019 and targeted most industries worldwide, including
retail, transportation, education, manufacturing, automotive,
energy, financial, telecommunications and even healthcare. Their
site has no paywalls and they display leaked data for the world to
see. This, in turn, allows other actors to leverage the data and launch
new campaigns or use the leaked PlI for fraud, creating a ripple effect
that significantly expands the impact of the initial breach.

As mentioned earlier,

and become threat actors. For these individuals, social
validation in the digital sphere is often a motivating factor. They
may engage in cybercrime to impress their peers, gain followers, or
build a reputation in the hacking community.

Social media platforms like Twitter and Discord are often used by
theseindividuals to brag about their exploits and gain social validation.
They may share screenshots, videos, or other evidence of their hacks
or data breaches to show off their skills and gain recognition.

Lik.E H EOSS



Why it's interesting?

“The primary motivation for cybercrime still remains financial,’ says
Danny Miller, CMO, Cyberint. “However, Gen Z’s need for social
validation in the digital sphere might push certain actors to commit
cybercrimes in order to build a name for themselves with no
financial reward. Unfortunately, for business being attacked the
impact is the same.”

Employee emails DOWNLOAD

Email correspondence and attachments from DOWNLOAD

ALL OTHER FILES (Documents, software, pholas, reports, presentalions, invoices elc) 40083 files Total 541 GB
DOWNLCAD

Databases with personal data. emails. adresses elc. and other internal company information DOWNLOAD

l_; _Main G//2020 3:42 PM SCL Server Databa.., 11,648 KB
10 _Main_log 6/272020 3:42 PM SOL Server Databa... 20416 KB
=] 5 342 SO Server Databa.., 808016 KB
1L 1 SOL Server Databa.. 416896 KB
l;l SO Server Databs. 1T T2 KB
o log SQL ServerDatabs.. 297,024 KB
i) _FollowUp SO Server Databa 896,256 KB
.

Figure
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For a lot of Gen Z threat
actors, social validation
in the digital sphere
is often a motivating
factor. They may

engage in cybercrime
to impress their peers,
gain followers, or build
a reputation in the
hacking community.
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BFSI

For financial institutions, customer and employee data
protection, compliance and brand reputation are top concerns.
Companies also need to stay on top of a wide variety of threats
in various maturity levels.

As criminal tools, knowledge, and services are being exchanged
or sold in closed forums and markets on the deep and dark web,
financial services companies have become favorite targets for
threat actors: With high success rates and revenues and low
chance of being caught. Financial institutions lacking adequate
resources, expertise, and controls are left vulnerable.

All this drives the need for financial institutions to become
proactive by using impactful intelligence for identifying
emerging threats before any breach can occur, protecting
financial data across all touchpoints, monitoring and defending
against threats such as business executive targeting,
compromised credit cards, ATM hacking, phishing, fraud, and
ransomware.

Cyberint
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“With Cyberint, | have a level of assurance

and trust that they are always there for me.
The feeling that they always have my back is
invaluableandhas given me the confidence that
we have enough visibility and can be proactive

in dealing with different cyber threats.’ High success rates
and revenues coupled
with low chance of
being caught have
e e i E WA turned financial
institutions into
favorite targets for
threat actors.
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Retail

Retailers’ focus on customer experience, coupled with the
evolution of digital payment systems can leave them exposed
to various threats that could damage their reputation and lead
to financial losses. The primary threats include data breaches,
fraud, extortion, and brand impersonation. Cybercriminals can
purchasetools, products,andservices onthe dark web to target
these organizations. For instance, they can purchase malware,
hacking tools, stolen data, fraudulent goods, DDoS attack
services, and ransomware-as-a-service. These tools enable
them to launch cyberattacks, steal sensitive information, and
conduct fraudulent activities such as identity theft and credit
card fraud. To protect themselves, retail organizations must
implement strong cybersecurity measures, regularly monitor
for potential breaches, and educate employees on how to
recognize and report potential threats.

Cyberint
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Fraud, brand impersonation, and VIP targeting are additional
risks that retail organizations face on the dark web.
Cybercriminals can purchase fraudulent documents, social
engineering tools, brand impersonation services, and VIP
targeting services to conduct fraudulent activities and scam
high-profile individuals. Retailers must be aware of these
risks and take appropriate measures to prevent them. For
example, they should implement multi-factor authentication,
monitor social media for fake accounts or mentions, and
educate customers on how to recognize and report fraudulent
activities.

Overall, retail organizations must remain vigilant and proactive
in protecting their operations and customers from dark web
threats. By implementing effective cybersecurity controls,
monitoring potential breaches, and educating employees and
customersonhowtorecognizeandrespondtopotentialthreats,
organizations can mitigate the risks posed by cybercriminals
operating on the dark web. This requires a comprehensive
and proactive approach that includes both technological and
human-centered solutions to safeguard against the numerous
tactics and tools available to cybercriminals.

Cyberint
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reputation and lead to
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Media & Gaming

The media and gaming industry is constantly evolving, and
companies are focused on providing the best customer
experience to attract and retain their user base. However,
this focus on customer experience comes with its own set of
challenges. One of the main challenges is maintaining game
integrity, which involves preventing cheating, hacking, and
other forms of exploitation that can undermine the fairness
and enjoyment of gameplay.

Threat actors on the deep and dark web pose significant risks
to media and gaming companies. They can obtain valuable
insights into the vulnerabilities of the gaming infrastructure
and use this information to launch attacks such as cheating,
game cracking, DDoS attacks, and doxxing. DDoS attacks
can be launched to disrupt the game servers and prevent
legitimate players from accessing the game, while doxxing can
expose players’ private information and leave them vulnerable
to harassment and identity theft.

Cyberint
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Another threat to media and gaming companies is the use
of gift cards to launder money. Threat actors can purchase
gift cards with rewards points from compromised accounts
and use them to transfer funds to other accounts, making

it difficult to trace the origin of the funds. This can pose a one of the main

significant risk to the financial integrity of media and gaming

companies challenges is maintaining

oA ponctivaly monttor o decs ane dork e for it game integrity, which

T mlement ot ey et s ot g involves preventing

and attack surface management software. Cheati ng’ haCking’
and other forms of

exploitation that can

undermine the fairness

and enjoyment of

gameplay.

Fortnite's VBucks is a great example of a brand being a target to various
crimes - from fraud to money laundering
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Healthcare

Healthcare organizations face a range of cyber threats on
the dark web, including data leakage, medical identity theft,
phishing, lol tampering, cryptojacking/medjacking, and
ransomware. The theft and sale of patient data is a major
concern, as it can lead to medical identity theft and other forms
of fraud. Phishing attacks on healthcare organizations are also
common, with hackers using fake emails to trick employees
into providing login credentials or other sensitive information.
loT devices used in healthcare, such as medical devices and
equipment, are also at risk of being tampered with or hacked,
potentially leading to patient harm. Cryptojacking/medjacking
attacks can exploit the computing power of medical devices
to mine cryptocurrency or access sensitive patient information,
while ransomware attacks can lead to data encryption and
costly ransom demands. These risks underscore the need
for robust cybersecurity measures and employee training to
protect patient data and ensure the integrity of healthcare
systems.

Cyberint
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Data leakage and Medical identity theft:

Dark web marketplaces offer stolen patient data and fake
identity documents for sale, which can be used to commit
medical identity theft and other forms of fraud. Dark web
forums and chat rooms offer advice and support to hackers.

Tools, products, and services: Tutorials and guides,
encrypted communication tools, fake identity documents,
encrypted communication tools, and bitcoin foranonymous
payments.

Phishing:

Marketplaces offer phishing kits and services. Forums offer
advice and support on healthcare phishing.

Tools,products,andservices: Phishingkits,socialengineering
and phishing tutorials, encrypted communication tools,
social engineering tips, and bitcoin.

loT tampering:

Marketplaces offer lol hacking tools and services to access
and tamper with medical devices and equipment. Forums
and chat rooms offer relevant advice and support.

Tools, products, and services: loT hacking tools, exploit kits,
tutorials and guides, encrypted communication tools, and
bitcoin.

Cyberint
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Cryptojacking/Medjacking:

Marketplaces offer malware specifically designed to
target medical devices and equipment, which can be
used to mine cryptocurrency or access sensitive patient
information. Forums and chat rooms offer advice and
cryptojacking/medjacking support.

Tools, products, and services: Medical device malware,
hacking tutorials, encrypted communication tools, bitcoin,
and exploit kits.

Ransomware:

Marketplaces offer ransomware kits and services, which
can be used to encrypt healthcare organization data and
demand a ransom for its release. Forums and chat rooms
offer ransomware advice and support.

Tools, products, and services: Ransomware kits, bitcoin,
tutorials and guides, encrypted communication and
encryption tools.
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Manufacturing

Main threats

oo

Manufacturing organizations are particularly vulnerable to a
variety of threats on the dark web due to the sensitive nature
of their operations and the valuable intellectual property they T
possess. Here are some of the main dark web threats that
. L Cyber attacks Data theft
manufacturing organizations should be aware of:
° Cyberattacks: Cybercriminals on the dark web offer

a wide range of tools and services that can be used to

launch sophisticated cyber attacks on manufacturing

organizations. This includes malware, ransomware, i& [g]
phishing kits, and botnets, which can be used to steal &
sensitive information, disrupt operations, or extort money.
Counterfeit products Physical security

Data theft: Manufacturing companies store a vast
breaches

amount of valuable intellectual property and proprietary
information, making them prime targets for data theft.
Threat actors on the dark web offer various services

to steal, buy, or sell this information, which can include O O ( S ,;0
) Jan I:l

blueprints, designs, and trade secrets.

Insider threats Money laundering

Cyberint




° Counterfeit products: The dark web is home to a vast This involves using the company’s legitimate financial
market for counterfeit products, including fake parts transactions to conceal the proceeds of illegal activities.
and components that can be used in manufacturing. The manufacturing organization may unwittingly become
This poses a significant threat to manufacturing involved in these activities, potentially leading to legal and
organizations, as these parts may not meet the reputational damage.

same quality standards as genuine parts, potentiall . . .
. i & P P y To mitigate these threats, manufacturing companies should

compromising the safety and reliability of their products. be vigilant in monitoring the dark web for potential threats
° Physical security breaches: The dark web also offers a and work with law enforcement agencies to investigate
variety of tools and services that can be used to breach any criminal activity that may be detected.
physical security measures at manufacturing facilities,
such as lock picking tools, surveillance equipment, and

access control systems.

J Insider threats: Manufacturing organizations can also Manufacturing organizations are particularly
face threats from within their own organization, in vulnerable to a variety of threats on the
the form of insider threats. Disgruntled employees dark web due to the sensitive nature of their
may use the dark web to sell sensitive information or operations and the valuable intellectual

steal intellectual property. They may also collude with property they possess.
external threat actors to launch cyber attacks or other

malicious activities.

o Money laundering: Criminal organizations may use
manufacturing organizations as a front for money
laundering activities on the dark web and manufacturing
organizations can be particularly vulnerable to this
due to their high-volume financial transactions and
international business dealings.
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Oil & Gas

Oil and gas companies are a desirable target for cyber attacks
due to their high financial value, handling of sensitive data, critical
role in the global economy, and geopolitical significance. Threat
actors can be motivated by financial gain, espionage, sabotage, or
nation-state interests. Oil and gas companies face a wide range
of cyber threats which can be categorized into three main areas:
cyber threats, physical threats, and reputational threats.

Cyber threats:

Data breaches: Hackers can steal sensitive information
such as trade secrets, financial data, and intellectual
property from oil and gas organizations through the dark
web. This information can be sold to competitors or used
for ransomware attacks.

Malware attacks: Malware such as viruses, trojans, and
ransomware can be purchased on the dark web and used
to compromise the networks of oil and gas organizations.

Phishing attacks: Phishing kits, which include templates
for fake emails, websites, and login pages, can be
purchased on the dark web and used to steal login
credentials and other sensitive information from oil and
gas organizations.
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PHYSICAL THREATS:

Terrorism: Terrorist organizations can use the dark web to
purchase weapons, explosives, and other materials needed
to carry out attacks on oil and gas facilities.

Sabotage: Disgruntled employees or external actors can
purchase tools such as hacking devices, lock-picking kits,
and covert cameras to sabotage oil and gas facilities or
steal valuable information.

REPUTATIONAL THREATS:

Brand damage: The dark web can be used to spread fake
news and rumors about oil and gas organizations, damaging
their reputation and customer trust.

Extortion: Threat actors can use the dark web to launch
extortion campaigns against oil and gas organizations,
demanding payment in exchange for not releasing sensitive
information or carrying out attacks.

Cyberint

TOOLS, PRODUCTS, AND SERVICES OFFERED ON THE DARK
WEB TO TARGET OIL AND GAS ORGANIZATIONS

Hacking tools: These can be used to launch cyber attacks
on oil and gas networks and steal sensitive information.

Weapons and explosives: These can be used to carry out
physical attacks on oil and gas facilities.

Phishing kits: These can be used to steal login credentials
and other sensitive information from oil and gas employees.

Malware: This can be used to compromise oil and gas
networks and steal sensitive information.

Fake news services: These can be used to damage the
reputation of oil and gas organizations by spreading false
information.

Ransomware services: These can be used to launch
ransomware attacks on oiland gas organizations,demanding
payment in exchange for restoring access to their systems.
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Telecommunications

Telecommunication organizations are a desirable target for
cyber attacks due to their critical role in connecting people,
businesses, and governments worldwide. They handle a vast
amount of sensitive data, including personally identifiable
information, payment details, and confidential business
information.

Additionally, telecommunication companies possess the
infrastructure necessary for communication, including voice
and data networks, which are essential for many industries.
Threat actors can be motivated by financial gain, espionage, or
nation-state interests, seeking to steal sensitive information or
disrupt operations.

Telecommunication organizations face a range of cyber threats,
including DDoS attacks, data breaches, and advanced persistent
threats.

The maindarkweb threats for telecommunication organizations,
along with the tools, products, and services offered to threat
actors for each use case are as follows:
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CYBER THREATS:

Data breaches: Hackers can steal sensitive data, such
as personally identifiable information (PIl), payment
details, and confidential business information, from
telecommunication organizations. Tools, products, and
services: Hacking tools, malware, and exploit kits.

DDoS attacks: Distributed denial of service (DDoS) attacks
can be used to disrupt the services of telecommunication
organizations, causing widespread disruption and potential
financial loss. Tools, products, and services: DDoS-for-hire
services and botnets.

Advanced persistent threats (APTs): Nation-states
and other advanced threat actors may use APTs to gain
long-term access to the networks of telecommunication
organizations, stealing sensitive data and compromising
their operations. Tools, products, and services: Hacking
tools, malware, and exploit kits.

Sim swapping: Hackers can use sim swapping to gain
control of a victim’s phone number and access their
accounts that are linked to their phone number. Tools,
products, and services: Sim card cloning tools, personal
information databases, and social engineering services.

Cyberint

PHYSICAL THREATS:

Theft: Telecommunication infrastructure, including fiber-optic
cables and cell towers, can be stolen or damaged, causing significant
disruption to services and potential financial loss. Tools, products,
and services: Cutting tools, theft devices, and explosives.

REPUTATIONAL THREATS:

Fraud: The dark web can be used to sell stolen credentials
or create fake accounts, which can be used to commit
fraud against telecommunication organizations and their
customers, damaging their reputation. Tools, products,
and services: Fake ID services, phishing kits, and credential
stuffing tools.

Brand damage: The dark web can be used to spread
false information or rumors about telecommunication
organizations, damaging their reputation and customer
trust. Tools, products, and services: Fake news services.
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Gov't & law enforcement

Since governments and law enforcement agencies need to stay
on top of a wide variety of threats in various maturity levels,
real-time access to critical intelligence is of utmost importance.

They face a range of threats on the dark web, including the sale
of stolen government data, illegal hacking tools, and services
to launch cyberattacks. The dark web is also a hub for illegal
activities such as human trafficking, firearms sales, and drug
trafficking, with encrypted communication tools and bitcoin
used for anonymous transactions.

The anonymity and security measures of the dark web make
it challenging for law enforcement to identify and prosecute
perpetrators of illegal activities. However, law enforcement
agencies are actively monitoring the dark web to disrupt
criminal activities and arrest perpetrators.
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CYBER THREATS:

Data breaches: Hackers can steal sensitive data,
such as classified information, personally identifiable
information (Pll), and confidential law enforcement data,
from government and law enforcement agencies. This
information can be sold on the dark web or used to launch
targeted attacks against individuals or organizations.
Tools, products, and services: Hacking tools, malware, and
exploit kits.

DDoS attacks: Distributed denial of service (DDoS) attacks
can be used to disrupt the services of government and
law enforcement agencies, causing widespread disruption
and potential financial loss. Tools, products, and services:
DDoS-for-hire services and botnets.

Advanced persistent threats (APTs): Nation-states
and other advanced threat actors may use APTs to gain
long-term access to the networks of government and
law enforcement agencies, stealing sensitive data and
compromising their operations. Tools, products, and
services: Hacking tools, malware, and exploit kits.
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PHYSICAL THREATS:

Terrorism: The dark web can be used by terrorist
organizations to coordinate attacks against government
and law enforcement agencies. Tools, products, and
services: Encrypted communication tools, bomb-making
instructions, firearms.

Insider threats: Disgruntled employees or contractors may
use the dark web to leak sensitive data or carry out attacks
against government and law enforcement agencies. Tools,
products, and services: Hacking tools, malware, and exploit
kits.
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REPUTATIONAL THREATS:

Propaganda: The dark web can be used to spread propaganda
or disinformation campaigns against government and law
enforcement agencies, damaging their reputation and public trust.
Tools, products, and services: Fake news services and propaganda
materials.

HUMAN TRAFFICKING:

Dark web marketplaces offer a platform for human
traffickers to buy and sell victims for sexual exploitation
or forced labor. Tools, products, and services: Encrypted
communication tools, fake identity documents, and bitcoin
for anonymous payments.

n Websites and forums on the dark web offer advice and
support to human traffickers, as well as tips on how to
evade law enforcement. Tools, products, and services:
Tutorials and guides, encrypted communication tools, and

fake identity documents.

Cyberint

SALE OF FIREARMS:

Marketplaces offer a platform for individuals to buy and sell
firearms without a background check, bypassing traditional
gun control measures. Forums on the dark web offer advice
and support to individuals looking to acquire firearms illegally.
Tools, products, and services: Encrypted communication tools,
bitcoin, fake identity documents, tutorials and guides on gun
acquisition, encrypted communication tools.

DRUG TRAFFICKING:

Marketplaces offer a platform for individuals to buy and sell
illegal drugs, including opioids, marijuana, and cocaine. Forums
on the dark web offer advice and support to individuals
looking to acquire drugs illegally. Tools, products, and services:
Encrypted communication tools, bitcoin for anonymous
payments, and drug-specific packaging, tutorials and guides.

OTHER ILLEGAL ACTIVITIES:

The dark web is also used to facilitate a range of other
illegal activities, including identity theft, money laundering,
and cyberattacks. Tools, products, and services: Encrypted
communication tools, hacking tools, malware, and exploit kits,
fake identity documents, and bitcoin for anonymous payments.
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Contact Us

www.cyberint.com | sales@cyberint.com | blog.cyberint.com

ISRAEL UNITED KINGDOM

Tel: +972-3-7286-777 Tel: +44-203-514-1515)

17 Ha-Mefalsim St 4951447 Petah Tikva 6 The Broadway, Mill Hill NW7 3LL, London
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Tel: +1-646-568-7813 Tel: +65-3163-5760

7700 Windrose Plano, TX 75024 135 Cecil St. #10-01 MYP PLAZA 069536
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Tel: +1-646-568-7813 Tel: +81 080-6611-7759

22 Boston Wharf Road Boston, MA 2210 27F, Tokyo Sankei Building, 1-7-2 Otemachi, hiyoda-ku, Tokyo 100-0004

About Cyberint

Cyberint's impactful intelligence solution fuses real-time threat intelligence with bespoke attack surface management,
providing organizations with extensive integrated visibility into their external risk exposure. Leveraging autonomous discovery
of all external-facing assets, coupled with open, deep & dark web intelligence, the solution allows cybersecurity teams to
uncover their most relevant known and unknown digital risks - earlier. Global customers, including Fortune 500 leaders across
all major market verticals, rely on Cyberint to prevent, detect, investigate, and remediate phishing, fraud, ransomware, brand
abuse, data leaks, external vulnerabilities, and more, ensuring continuous external protection from cyber threats.



