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Introductory Comments

You might think that businesses would be pretty good at protecting against phishing attacks 

by now. After all, this type of cyber risk has been around for decades, and phishing is not a 

particularly sophisticated type of attack in a technical sense. It doesn’t require threat actors 

to hack complex systems or write their own software. They mostly just need to master social 

engineering techniques, such as executive impersonation.

Yet, despite this, phishing attacks remain as prevalent as ever – and are actually getting 

worse. The frequency of phishing incidents surged by 1,265 percent in 2023, due especially

to the advent of generative AI technology – which can “facilitate phishing and social 

engineering, which enables better intrusion, increased credibility and more damaging 

attacks,” as Gartner notes.

In a sense, it’s understandable why companies continue to exhibit such a poor track record 

of defending against phishing attacks. Humans are a social species, and most of us are 

naturally inclined to want to trust others. We want to respond and engage with people and 

brands when they ask for help. By exploiting that tendency via social engineering, threat 

actors can trick well-meaning people into becoming the weakest link in cyber defenses.

Indeed, even after completing anti-phishing training, the percentage of targets who fall for 

phishing scams can be as high as 5 percent. (Without training, it’s 32.4 percent.)

That’s the bad news. The good news is that, with the right tools and strategies, it’s possible 

to minimize your organization’s risk of experiencing a successful phishing attack. Doing so 

starts with understanding how, and how to protect against the social engineering 

techniques that threat actors rely on to launch phishing attacks.

This guide provides guidance on these topics by discussing the four main types of phishing 

impersonation, then offering tips on defending against each one.

Companies work extremely hard to develop their brand, spending 
large sums to earn customer confidence and trust, but threat actors 
exploit that hard earned trust. They impersonate the brand and fool 
the average customer.

Phishing & Impersonation Protection            3



Why Do Threat Actors Undertake
Phishing Attacks?
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Phishing is still one of the top 3 successful attack vectors.

The reason for its success is twofold:

        A. It could be relatively simple for a novice threat actor to set up a phishing campaign.

        B. It's designed to trick your brain to trust it - which can be achieved fairly easily,  

       especially in the hectic digital life we are living.

The main goal of a phishing campaign is to make money, by here are three common ways of 

achieving that objective:

Steal Data

Such as valid credentials, credit card numbers, bank account 

details and other PII that can be used in a future attack.

Steal  Funds

Directly from the victim by tricking them into making a payment 

(for example tax for a package in transit).

Deploy Malware

Via a malicious payload to a device allowing a threat actor to 

continue further in a cyber attack.












































