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Profiling REvil

Executive Summary

Targeted ransomware attacks appear to be on the increase thus far in 2020 with a new major incident
seemingly being reported each week.

This ‘steal, encrypt and leak’ tactic appears to have started in November 2019 with the ‘Maze Crew/,
operators of the Maze Ransomware-as-a-Service (RaaS). Following their lead, those behind the
‘REvil/Sodinokibi’, ‘Nemty” and ‘DoppelPaymer’ ransomware threats have adopted similar approaches,
threating to leak stolen data if ransoms arent paid, to increase the success of their financially
motivated campaigns.

This report by provides insights into "REvil Ransomware Team" - the one most notably mentioned in
connection with Travelex ransomware attack in early January 2020. It covers the team's recent
activities, its reputation on the cybercriminal forums, its own affiliate program and more.

Whilst little is known about the true identities of those behind the personas ‘UNKN’ and ‘unknown’,
likely one and the same person, or the members of the ‘REvil Ransomware Team’, insights into their
activity obtained by monitoring their posts on cybercriminal forums reveal the threat actors are
Russian-speaking and are likely based in, or from, the Commonwealth of Independent States (CIS).
Furthermore, they are undoubtedly experienced in the execution of a Raa$S operation, with capabilities
to develop enhancements to the ransomware and manage a seemingly successful affiliate program.

Whilst the true scale of REvil's victims cannot be fully assessed, especially as some may pay for
restoration and to protect their anonymity, two organizations have been identified as paying to
recover from their REvil ransomware attacks: Albany International Airport and PerCSoft, a US-based
provider of cloud services.
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Profiling REvil

Background

Consistent with Cyberint's research team predictions provided
in CiPulse 2020 Threat Landscape Report' (Figure 1), targeted
ransomware attacks appear to be on the increase thus far in
2020, with a new major incident seemingly being reported
each week.

2020 will likely continue to
see specific organizations
targeted by either organized
cybercriminal gangs or even

nation-state sponsored
threat actors, using
ransomware in an attempt
to generate cryptocurrency
gains and to cripple
organizations, preventing
the use of their increasingly
connected systems

Of the high profile ransomware incidents seen so far this year,
it appears that the cybercriminal groups responsible have
adopted similar tactics, techniques and procedures (TTP),
targeting large organizations and attempting to extort high
value ransoms through the compromise of the target network,
theft of valuable data and, finally, the encryption of data and
systems.

Unlike traditional ransomware attacks, often delivered via
indiscriminate mass-mailing campaigns delivering ransomware Floure - Cyberint Cipulse 2020 Threat Landscape Report
components to unwitting individuals, these incidents demonstrate an organized effort that
compromises the networks of often large and multinational organizations utilizing various offensive
techniques and exploits. Post-compromise, this ‘double-pronged” attack, in which the victim’s data is
stolen prior to its encryption, applies additional pressure to pay the ransom - otherwise the stolen

data is resold or leaked on cybercriminal forums.

Of the data observed as being leaked by these threat groups thus far, files relating to the
organization’s IT infrastructure are often selected as these provide useful intelligence, and in some
cases credentials, that can be abused by other threat actors.

The threat of confidential data being leaked may coerce many into paying the ransom to prevent data
exposure that could lead to the incident becoming public knowledge with the associated reputational
loss, even when the organization might otherwise be able to recover from the ransomware attack
itself. Surely, those tempted to pay are placing their trust in those that stole the data in the first place
and there is no guarantee that it won’t be leaked and/or abused at a later date.

Thttps://l.cyberint.com/cipulse-2020-threat-landscape-report
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This ‘steal, encrypt and leak’ tactic appeared to have started in November 2019 with the ‘Maze Crew’,
operators of the Maze Ransomware-as-a-Service (RaaS), publishing data stolen from Allied Universal?,
a US-headquartered security and facility services company, following the expiry of the ransom
payment deadline.

Following this lead, those behind the ‘REvil/Sodinokibi’, ‘Nemty’ and ‘DoppelPaymer’ ransomware
threats have adopted similar approaches, threating to leak stolen data if ransoms arent paid, to

increase the success of their financially motivated campaigns.

Although there have been numerous notable examples of ransomware incidents thus far in 2020, this
report focuses on the cybercriminal group known as ‘REvil Ransomware Team’, also known as ‘Sodin’
and ‘Sodinokibi’, who were responsible for the major ransomware incident experienced by Travelex
over the New Year period. Whilst Cyberint, and others, have previously published reports providing
details of the ransomware’s technical capabilities, this report seeks to provide an overview of the

threat actors themselves, their modus operandi and a summary of their activity in 2020 thus far.

2 https://www.bleepingcomputer.com/news/security/allied-universal-breached-by-maze-ransomware-stolen-data-leaked/
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REvil Ransomware

Also known as ‘Sodin” and ‘Sodinokibi’, REvil is a ransomware-as-a-service (RaaS) threat that was first
observed in April 20192 and rose to prominence following the retirement of the Gandcrab RaaS on May
31, 2019 after reportedly earning it’s operators in excess of USS2 billion since January 2018.

Subsequent research by Secureworks’ Counter Threat Unit (CTU) published in September 20194
identified technical links between REvil and GandCrab, suggesting that the developers shifted to a
new ransomware variant. Responding to this article, a spokesperson or potential leader of the ‘REvil
Ransomware Team’, known as ‘Unknown’ (on ‘XSS’ forum) and ‘Unkn’ (on ‘Exploit” forum), posted on
the XSS cybercriminal forum that they were previously ‘adverts’ (agBepTamu) of the GandCrab affiliate

program and have acquired the source code to launch their own RaaS business (Figure 2).

QOct 4, 2019 Thread starter = REEE

AVATAR

ShishkaBob said: ®

Unknown &
25 REvil Ransomware: The GandCrab Connection
Technical links between the REvil and GandCrab ransemware families prove that the
Joined: May 12, 2019 GandCrab malware authers did not retire in June 2019 as they claimed.
Messages: 4 www.securewarks.com
Reaction score: 39
Points: 12

MpeeeT Kpabui))) UTo-To B 3ToM 06AMYMK BBl CIMLIKOM Cepee3Hbie cTank. PaccnabbTtecs, nauaHgoch!

Mel 66K a4BepTaMK BbILUEHA3EAHHOW NapTHEDKW, MPUOBPENY MCXOAHBIE KOAbI M OTKDLIIM
ceoe aeno. Hanucanu sce ANA CBOMX HYXA 1 NoA cebsa.

Haxoanaucs B otnycke. CBoboaHo 5 mect. [Noctynuno 3a npoluejllee BpeMs orpoMHoOe
KONMUECTBO NMCeM W Mbl HE 3HaeM, Kakoe akTyaNbHOe WM HeT.

B ceazu ¢ 3tumM npocum otnmcats B MM, Hyxknel CETEBMKMW. Jroaw, koTopsie noayuarwT
ceTesble gocTyns (AL).

Hanomunaro: ENG-speakers Ham He HyXHbl.

fAReport pylike +Quote <5Reply

Figure 2 - Unknown’ response to the REvil/GandCrab link

Furthermore, this spokesperson states that GandCrab “wrote everything for their needs and for
themselves’, perhaps hinting as to why their ransomware threat has included new features that would

improve its appearance to would-be affiliates.

3 https://blog.talosintelligence.com/2019/04/sodinokibi-ransomware-exploits-weblogichtml
4 https://www.secureworks.com/blog/revil-the-gandcrab-connection
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Providing further insight into the ransomware’s construction, affiliate recruitment forum posts (Figure
3) describe REvil as being “private ransomware written in pure C using inline-assembler with the
ability to modify the functionality’, additionally the posts suggest that the control panel, used to
manage ransomware campaigns, provides statistics along with the payment page and trial decryptors

(likely to provide reassurance to victims prior to making payment).

MNpueaTHasa NnapTHEpPCcKas NporpaMma rno KpUnTooKepy

& Unknown - (© May 12, 2019

2 3 Next» Jump to new | Watch
May 12, 2019 5 [ #1

B cBA3M C TEM, UTO PaCIIMPAEM AKTMEHOCTL MPUArAalaem aiEepTos No:

1. Cnamy;
Unknown EJ 2. [leavkam 1 cetam;
$55 3. lopeerdHoMy TpadWKy M MHOMY XKKMBOMY;
T May 12, 2019 Pabotaem B npuBatHom pexiime. KonnuectBo mect orpannueno. MNpuHumaem euwe 5
Messages: 40 aABEPTOB M CHOBA YXOAWM W3 NONA BMANMOCTA,
E:::'D” Lo ?3 FoToBbTECH NPOITH COBECEAOBAHKME WM NMOKA3ATH CEOM ADKA3ATENLCTEA KAYECTEA MHCTANNOR.

Msl He TecToBaA NAowWagKa ¥ "obyuaoWwMmca” W A Nonpoby/a NocTapakcs” TyT Aenats
Heuero. Pa6oTaem He Nepebid rog, & Teme 6onblue 5 ner.
CodT nonHocTeo paboTocnocobeH v roTos K paboTe.

OTpLIBOK M3 NpaBu1n:

1. 3anpeweHo patotats no CHI (YkpawHa B Tom umchne);
2. CTapToBbld peiT o1 60% B Bawy ctopony. Mocne nepebix 3 seinnat - 70%.

KpaTkoe onncardve codra: NPUBaTHBIA ransomware, HanucaHHbIA Ha ynctom C, ©
ncnons3osaduen inline-assembler € BO3MOXHOCTEID MOAMOWKALMI OYHKUMOHAaNE "M3
kopobkn” no 6usHec mogenn Raas.

CodT MMeeT CTaTUCTMKY, CTPaHMLY ONAaThl M "NpobHble PAaClUMOPOBLLMKA™ Ha CTRaHMLE
onnatel. HYKaKKMX WKOALHBIX 3Melnos. bonee nogpoBHyH MHOOPMALWMK MOXHO NOAYYMTE
npw cobeceaoBaHyi.

MNepebiA koHTakT & MM.

[\Report g’ Like +Quote <xReply

O Samurai, Kyss, botoved and 1 other persen

Figure 3 - Affiliate advertisement providing an overview of REVil’s construction

Subsequent forum posts also hint at other REvil capabilities, many of which have been documented by

various security researchers following analysis of the binaries, including:

. Local Privilege Escalation (LPE) through the exploition of CVE-2018-8453 (Win32k Elevation of Privilege
Vulnerability)® for both 32-bit and 64-bit versions of Windows

. Windows User Access Control (UAC) bypass

5 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8453
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. PowerShell and regular expression support, the former being used to delete Windows Volume Shadow
Copies to thwart restoration attempts:

Get-WmiObject Win32_Shadowcopy | ForEach-Object {$ Delete();}

PowerShel

Figure 4 - PowerShell used to delete Windows Volume Shadow Copies

*  Detection of the default and system languages along with keyboard layouts to prevent the encryption of
machines in “friendly’ countries (the targeting of CIS countries is prohibited by the group’s rules)

. Future developments, as of May 2019, were to improve network and RDP functionality although this may
relate to how initial network intrusions are performed rather specific exploit capabilities be included
within the ransomware itself.

As previously reported, the ransomware includes an encoded JSON configuration file within itself that
is decoded upon execution. This configuration, in addition to suspected affiliate and campaign
identifiers likely used to allow REvil to track the use of their RaaS and manage their ‘cut’, contains a
number of keys and values (Table 1) that define how the ransomware interacts with the victim system.

Cyberint 8 Cyberint Copyright ©® All Rights Reserved 2020



Configuration Values

wht
wht >
fid
wht >
fis
wht >
ext
wfld
prc
dmn
net
nbody
nname

exp

img

arn

Value
<Baseb64>
[0-9]{2}
[0-9]{3}
(True|False)
(True|False)

(True|False)

<string>

<string>

<string>

<string>
<string>
<string>
(True|False)
<base64>
<EXT>-
readme.txt
(True|False)

<base64>

(True|False)

Notes

Public Key used for file encryption

Potential affiliate or campaign ID

Potential affiliate or campaign ID

Debug/development switch

Determines how large files are encrypted (fast = partial encryption)

Determines if directories listed in the 'wfld' key are deleted; Reportedly removed in
later versions;

Whitelist

Whitelisted directories

Whitelisted files

Whitelisted file extensions

Wipe folders, for deletion

Processes to terminate to allow the encryption of their data

C2 domains

Exfiltrate host/malware information to C2 domain

Encoded ransom note

Ransom note filename prefixed by the encrypted file extension (a random string
generated at execution and appended to encrypted files)

Exploit local privilege escalation (LPE) vulnerability

Ransom text added to background image, directing used to find the ransom note
file

Reportedly present since 6 Oct 2019; Configures persistence in the Registry 'run’
key

Table 7- REvil Ransomware Configuration Keys/Values

Cyberint,
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REvil Affiliate Program

For those looking to become involved with REvil, posts on both the ‘Exploit” and ‘XSS’ Russian-
speaking cybercriminal forums, the earliest of which appears to be May 12, 2019, invite applications
from those interested in participating in a ‘Private Crypto Locker Affiliate Program’ (Figure 5).

MpuBaTHaa NapTHEpCcKaa NporpaMma no KpUnToaoKepy

& Unknown - (O May 12, 2019

2 3 Mext» Jump to new = Watch
May 12, 2019 s [ #

B cBszn c Tem, uto pacwwpAemM aKTMBHOCTE NpUrnawaemM aAsepTos Nno.

1. Cnanmy;
Unknown & 2. leankam v ceTaM;
$55 3. lopseiHomy TpadrKy ¥ MHOMY KUEOMY;
Joined: May 12, 2019 PaBoTaem B npMBaTHOM pexvMe. Konndecrtso mect orpaHudeHo. [puHrMaem ewe 5
Messages: 40 AABEPTOB M CHOBA YXOAMM W3 NOAA BMLAMMOCTH.
E:?::'C” oo ?g [oToBbLTECH NPOATY COBECEAOBAHWUE M MOKA3aTh CBOM A0Ka3aTeNbCTBa KaueCTBa MHCTaNN0B.,

Mkl He TecToBad NAoLWagKa v "0BydaroWMMcA” W A NoNpoByr/a NocTapakoce” TyT AenaTb
Heuero. PaboTaem He NepBoil roj, B TeMe 6onblue 5 neT.
CodT NoAHOCTERD paboTocnocofeH W roToE K paboTe.

OTpbIBOK M3 NpaBua:

1. 3anpewero pabotatse no CHI (Ykpawxa & Tom umcne);
2. CrapTtosbli peiT o1 60% & Bawy ctopony. MNocne nepssix 3 suinaat - 70%.

KpaTkoe onwvcanune codTa: NPUBaTHLIM ransomware, HanucadHHbIFA Ha ynctom C, ¢
WMCNOAb30BaHMeM Inline-assembler ¢ BO3MOXHOCTBIO MOAMOWKALWMK GYHKUMOHaNa "13
KOpoBKW” No Branec mogenu Raas.

CodT MMmeeT CTaTUCTUKY, CTRaHWULLY ONAaTel W "NpoBHble pacluMOPOBLLMKA" Ha CTpaHKLe
onnatel. HUKaKWMK WKOAbHBIX 3Meldnos. bonee NogpobHy MHOOPMAaLWMID MOXHO MOAYUMTE
npu coBeceoBaHNN,

Mepebiid koHTakT B MM.

LReport gy Llike +Quote <R Reply

@D Samurai, Kysa, botovod and 1 other person

Figure 5 - Private Crypto Locker Affiliate Program post

Rather than allowing anyone to join the program the group only appears to be interested in those
with particular skillsets, inviting ‘serious and experienced professionals’ to demonstrate evidence of

the ‘quality of their installations’ in a private interview process.

This process itself is conducted without the use of names via private messages, preferably using a
specified Russian-language Jabber platform, and, should the applicant be successful, technical detail of

the ransomware including screenshots would be shared.
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Successful applicants will also need to adhere to the group’s rules, namely it is forbidden from
operating in CIS countries, including the Ukraine, (albeit the ransomware has checks to detect and
prevent the encryption of CIS language machines) and the initial affiliate income is 60%, increasing to
70% after the first three successful payments. Considering the high ransoms demanded thus far, such
as the USS6 million reportedly demanded in the Travelex incident, even when shared these ‘cuts’ could
see both parties making millions of dollars per high profile attack.

Unfortunately, or not, those that are new to the scene (“o6yuarowumca” - learners and “ss nonpo6yto /4
nocmapatocy” | will try/I will try) are advised that there is no place for them and English-speakers are
specifically excluded from applying. The latter exclusion making reference to the investigative
journalist Brian Krebs no doubt due to his work in exposing and reporting on cybercriminal groups.

Likely maintaining exclusivity on their RaaS platform, REvil periodically open slots for new affiliate
applications and over time have been more specific in their requirements and expectations,
presumably as the group focused more on higher value targets such as corporate networks rather than
individual end-users.

Cyberint 11 Cyberint Copyright © All Rights Reserved 2020



Affiliate Invitations

Forum Post Date

May 20, 2019
May 27, 2019
June 17, 2019
June 19, 2019
July 3, 2019
July 4, 2019
July 12, 2019

July 17, 2019
July 27, 2019

August 8, 2019
October 4, 2019
October 10, 2019
October 18, 2019
January 7, 2020
January 11, 2020
January 12, 2020
January 22, 2020
January 27, 2020

Slots
Available
4
5
3
5
2
1
0
1
3
0
3

Comments

‘dediks, spammers and those who [compromise] networks'
'‘Any deposit is possible - up to 1,000,000USD'

'Delete 2 more, 4 places available'

‘Limited number of seats'

'Interested in associates that can provide systematic access rather than
one time 5-10 networks'

'In a week about 5 places will be vacated'

'All places occupied, except for networks and Dediks. Spammers and
door-keepers are temporarily not accepted.'

'Places for networks/dedikov'

'Gain network access (AD)'

'Still available'

Applicants with 100 'dediks' a day or network-level access

‘take major RDP players as well as targeted attacks'

Table 2 - Affiliate vacancy posts since May 2079

Whilst it is not clear if the number of affiliates increases overtime or if vacancies arise as others are

removed from the service, the forum posts over the past year appear to demonstrate increasing

capabilities by limiting applicants to those that can compromise networks, including Windows Active

Directory domains, gain access to Remote Desktop Protocol (RDP) hosts and perform targeted attacks.

The requirement for affiliate applicants to have ‘network” compromise skills is undoubtedly due to the

potential for high returns and it is claimed that the ‘average buyback’, presumably ransom paid by the
victims, is between US$250,000 and US$10,000,000.

Cyberint,
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Profiling REvil

This advancement in operations is further evidenced by the December 7, 2019 announcement (Figure
6) that REvil had ‘opened a separate division’ ‘engaged in large operations’ along with revealing the
compromise of CyrusOne, a Texas US-based Data Center company, and CDH Investments, a Chinese
investment fund management firm.

Dec7, 2019 Thread starter JECSENNENESD]

Mol OTKpBIAM OTAENbHOE NoApPasieneHye, KOTOpoe 3aHMMaeTCA KPYMHBIMK onepauMamMi.
Heaenwo Hasan 6b1n ocywecteneH goctyn k CyrusOne. Cyas no CMM - maatmTb oHKM He
cobupatotca. Ouenb xane. TakTvka "notpatim 100 MUAAMOHOE Ha BOCCTAHOBAEHME C HYAA,
uem 15 Ha Beikyn” Takana xe 3ddekTVBHaR, kak W onpaegaHna lNapwka Kykonga Xapnamoga.

Unknown &

855
WHeectopam notom GyaeTe 06bLACHATE, e Beiroja. Kaxaas aTaka CONPOBOXAaETCA
Temium

KOMUPOBAHWEM KOMMEPUECKOR MHOOPMaLLiK, B ciydyae 0TKasa BbinAaThl - AaHHbIE ByayT

:;':E:ge May 12'2013 AMBO NPOAaHbI KOHKYPEHTaM, MMBO0 BbIKNaAblBaTbCA B OTKPbIThle McTouHwiKy. GDPR. He
Reaction score: 39 XOTHTE MAATMTE Ham - naaTuTe & x10 pas bonswe npaswutensctsy. HeT npobnem.
Points: 18
QueHs cTpaHHo, uto edhfund.com 40 cvx nop moadat. OHM Takoke BblAK NOABEDXKEHEI aTake,
BCE AaHHbIe CKONMPOBaHsl M 3alMdposaHsl. B cnyuae 0Tkasa - Haluv AeAcTEMA 0603HaUEHbI
BhILLE.
Last edited: Dec7, 2019
L Report oy Like +Quote <5Reply
o Desoxyn, upshop33, Capital and 2 others
UNKN Posted December 7, 2019 (edited) Report post =5
kilobyte
Py ECnKM He OTBEYEEM - 3HAYWUT HE MHTepecHsl. JIMDO MecT HeT.
Mgl OTKpPBUIM OTAENBHOE NoJpasieneHye, KOTOPOe 38HMMaeTCA KPYMNHbLIMK ONepaumaMi.
U Hepen Hazaa Obln OCYWeECTBNEH A0CTyYN K CyrusOne. Cyas no CMW - nNAaTUTe OHK He
cobupatoTca. OYeHb ¥anb. TakTuka "noTpatiM 100 MMAAMOHOE Ha BOCCTAHOBMNEHWE C
HyNA, YeM 15 Ha Belkyn” Takas xe s@dexTMeHan, Kak u onpasdanua Mapuka Kykonaa
Seller Xapnamosa. MHeectopam noTom Oyaete oObACHATE, rAe Beiroaa. Kaxaasa ataka
G5 COMPOBOXAAETCA KONMPOBaHUEM KOMMepYecKor MHdopMaumn. B ciyyae oTkasa Beinnatsl
350!‘;'1‘:;5 - AadHble OyayT nubo npojadbl KOHKYpPeHTaM, MO0 BLIKNaAbIBATECA B OTKPLIThIE
07/04/19 (ID: 94090) WMCTOYHMKK. GDPR. He XOTWUTe NNaTuTe HaM - nnaTtuTe 8 X10 pas Dofblle NpaBUTENBCTBY.

HeT npobnem.

OyeHb cTpanHo, YTo cdhfund.com g0 cux nop MonyaT. OHKU Takoke DBIMW NOABEPXEHE
aTaKe, BCe AaHHblE CKOMUPOBaHbl M 3awKndpoBaHebl. B cnyyae 0Tkasa - HawK AeACTBUs
0603HauYeHb! Bbille.

Edited December 7, 2019 by UNKN

+ Quote n -]

Figure 6 - Large operations division’ announcements
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REvil Forum Reputation

In addition, REvil recently has been posting details of their ‘large operations’, acting as proof of their
capabilities. Feedback has also been shared by others including an ‘admin’ of the ‘XSS’ cybercriminal
forum. This endorsement was made when the group established themselves in May 2019 and, as well
as confirming a 7.15BTC payment to the forum, worth around US$50,000 at the time, the ‘admin’ states
that following a ‘basic inspection of their product’, it appears to be ‘high quality, thoughtful and

inspires confidence’ (Figure 7).

May 12, 2019 2 [ #2

Cepeuc BHec genosuT. CpokoM Ha 1 mecal, ¢ 12.05.2019 ao 12.06.2019. Cymma - 7,15 BTC
(~50.000% no Tekywemy Kypcy).
admin & Takxe nposencA 6a3086If 0CMOTP NPOAYKTA. BoIrNAANT KaUeCTEEHHD, NPOAYMaHHO M

#root
BbI3bIBAET AOBEPKE.

AAMAHMCTPATOP

Joined: Mov 12, 2004

Messages: 634

Reaction score: 1,082

Deposit: BO.1

Points: 1

Telegram: [«]

Jabber: 53 LiReport rlike +Quote <5Reply

Figure 7 - Endorsement of REvil's ‘product’

Further cementing their position within this cybercrime forum, the persona ‘Unknown’ of the ‘REvil
Ransomware Team’ sponsored a ‘New Year Article Contest’ (Figure 8) that encourages forum
participants to submit new articles to XSS forum for the chance to win up to US$5,000 in prize money,
from a USS$15,000 prize pot, and even the potential opportunity to work with the REvil team on

‘mutually beneficial terms’ for a suitably qualified finalist.

Cyberint 14 Cyberint Copyright © All Rights Reserved 2020
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Dec 27, 2019 Thread starter [EENREEG]

44 Npysba, NO3APaBAAID C HACTYNAIWMM HOBLIM FOLOM 1 HOBOTOAHMMM NpasaHukamm!

admin & Me1 HaumMHaeM HoBorogHmi KoHKypc cTaTei #3!

#root

o jumecs;

AZMMHUCTPITOP

Joined: Nov 12, 2004
Messages: 665
Reaction score: 1,000
Deposit: Bo.1
Paints: m
Telegram: [«]
Jabber [+

MprHMMaemBle TEMaTUKN CTaTer:

+ lMowuck Oday v Tday yassMmMocTel. PaspaboTka 3KCMACATOB K HAM

= APT ataku. Bsnomsl fIBC, NosbilleHre Npas, 3axsaT A0OMeH KOHTPOAepa, pasenTve aTaku

» Kpuntorpadwsa. MHTepecHbie KOMBVHAUMK, anropuTMel. HanmncaHve cEOero KpMnToanropruimMa v
B3/10M UYXOro

+ Ransomware. MHHOBaLMOHHDIA GYHKLIMOHAN, 0630pbl, Pa360Pbl MHTEPECHLIX MCMONb3YEMbIX
aNropyTMOE, NEPCrEeKTMBL! PasBUTUSA

* Kp cTMKa. L cTuka. CodT, NpremMbl, METOAbI

MoGeguTent KoHKypca (1 MecTo) noayYaeT Npus - 5.000$

2 mecro - 4.000%
3 mecro - 3.000%
awecro- 2.000%
5 mecro - 1.000%

CymmapHeli npuzoecii dong 15.000%

OomMH 13 GMHaNMCTOB KOHKYPCa, WAK aBTop, YbA CTaTes BY4eT rogHOoW, noayJyaeT
BO3MOXHOCTL NOpaboTath BMecTe ¢ KoMaHaoK REvil Ha B3aMMOBRIrOAHbBIX YCNOBMAX.

CnoHcop KOHKypca

Cnoucop Unknown, komanaa REvil Ransomware. Bnarogapvm 3a mMatepyanbHoe
CrNoHCcopcTeo!

Moexanw! Bcem yaauw.

MocnegHee pegakTMpoeaHmne: 27.12.2019

Figure 8 - XSS New Year’s Article Contest #3” sponsored by Unknown/REvil Ransomware Team
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Profiling REvil

In keeping with the cybercrime theme of the forum, articles are accepted on the following five topics,
including:

. Finding 0-day/1-day vuinerabilities and developing exploits

. APT Attacks: Hacking LANSs, increasing privileges, capturing domain controllers and developing attacks
. Cryptography: Interesting combinations and algorithms, writing your own and hacking someone else’s
. Ransomware: Innovative functionality, reviews, analysis and development prospects

. Digital forensics: Software, techniques and methods

Given the sponsorship, ‘Unknown’ of ‘REvil Ransomware Team’ has weighed in on many of the
submissions, sometimes offering advice and other times berating entries. With the contest running
from December 28, 2019 until March 1, 2020, extended by one month from the original close date, the
winners will be determined on, or after, March 2, 2020 and may well feature in future REvil campaigns,
be that through the adoption of techniques detailed in their article or as a new affiliate of the group.
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Threat Actor

Whilst little is known about the true identities of those behind the personas ‘UNKN’ and ‘unknown’,

likely one in the same person, or the members of the ‘REvil Ransomware Team’, insights into their

activity can be obtained by monitoring their posts on cybercriminal forums.

Based on these forum posts, it is somewhat obvious that the threat actors are Russian-speaking and

are likely based in, or from, the Commonwealth of Independent States (CIS). Furthermore, they are

undoubtedly experienced in the execution of a RaaS operation, with capabilities to develop

enhancements to the ransomware and manage a seemingly successful affiliate program.

Those involved appear to maintain a good level of operational security and, based on the absence of

relationships and historical posts, they seemingly created and started using these new personas

(Figure 9) at, or around the time of, the launch of their ransomware service in May 2019.

U UNKN

Seller
July 4, 2019 94090 January 11

Unknown

oined: May 12, 2019

40 39
Follow | Ignore Start conversation | Find ¥

Profile posts Latest activity Postings About Reactions

Figure 9 - Exploit’and ‘XSS’ forum profiles for UNKN’and ‘Unknown’

Cyberint, 17

Report

18

Cyberint Copyright © All Rights Reserved 2020



Profiling REvil

Whilst there have been suggested links between GandCrab and REvil, no solid relationships between
the REvil Ransomware Team and personas other than ‘Unknown’ and ‘UNKN’" have been determined at
this time. That said, given that those behind REvil claim to be former GandCrab affiliates, it is likely that
other former associates are working for, or with, the new group.

Although technical analysis of both the GandCrab and REvil ransomware binaries suggests overlap,
this somewhat appears to be debunked by comments suggesting that REvil gained access to the
former ransomware’s source code. Conversely, former members of GandCrab may wish to establish
themselves as ‘new players’, perhaps distancing themselves from previous behaviors and associates by
refuting claims of being the same threat actor.

Given the affiliate program, those responsible for conducting offensive operations against networks to
deploy the REvil ransomware threat could effectively originate from anywhere in the world, albeit

they will likely need to be Russian-speaking to pass the interview process.
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Known Victims

Travelex Travelex worldwide

Likely the most infamous of REvil's victims thus far, foreign exchange company Travelex,

headquartered in the United Kingdom, detected the compromise of some of their services on 31
December 2019 resulting in their systems being taken offline including their websites, mobile

applications and online exchange services.

This attack was later confirmed, in a January 7, 2020 press release (Figure 10), as being due to the
REvil/Sodinokibi ransomware and culminated in the demand of a US$S6 million ransom with a seven-

day deadline.

H

Latest press release:

“Press release just issued®

07 January 2020.

Updated Travelex Statement on Cyber Incident

On Tuesday Decembaer 315t Travelex delected a software virus which had compromised some of its services. As previously
announced, on discovering the virus, and as a precautionary measure, Travelex immediately took all its systems offiine to
prevent the spread of the virus further across the network,

Whilst the investigation is still engoing, Travelex has confirmed that the software virus is ransomware known as Sodinokibl,
also commonly referred to as REvil. Travelex has proactively taken steps to contain the spread of the ransomware, which has
been successful. To date, the company can confirm that whilst there has been some data encryplion, there is no evidence that
structured personal customer data has been encrypted, Whist Travelex does not yel have a complate picture of all the data that
has been encrypted, there is still no evidence to date that any data has been exfiltrated.

Having complated the containment stage of its remediation process, detailed forensic analysis is fully underway and the
company is now also working towards recovery of all systems. To date Travelex has been able to restore a number of internal
systems, which are operating nommally. The company is working o resume nermal operations as quickly as possible and does
not currently anticipate any material financial impact for the Finablr Group.

Tony D'Souza, Chief Execulive of Travelex, said "Our focus is on communicating directly with our partners and customers (o
protect them and their information from any further compromise. We take very senously our responsibility to protect the privacy
and security of our partner and cuslomer's data as well as provide an excellent service to our customers and we sincerely
apologise for the inconvenience caused. Travelex continues to offer services 1o its customers on a manual basis and is
continuing to provide alternative customer solutions in the interim. We are working tirelessly to bring our systems back online.”

Travelex is in discussions with the National Crime Agency (NCA) and the Metrapolitan Police who are conducting their own
criminal investigations, as well as its regulators across the world.

Figure 10 - Travelex Press Release (7 January 2020)

Likely in response to the January 7, 2020 press release, REvil posted on both the Exploit and XSS
forums to recommend that Travelex ‘raise funds for payment’ as, in addition to the encrypted data,
some 5GB of customer personal identifiable information (PIl) was reportedly stolen (including dates of
birth, social security numbers and payment card details) and would be resold if payment was not

made (Figure 11).
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UNKN Posted January 7 Report post <

kilobyte
e MecT HeT. M He nnanupyeTca. Travelex pekomeHAyeM HayMHaTb coOMpaTe CpeacTsa Ans

BbINAaTsl, MM6o DOB+SSN+CC 6yaeT NpoAaHo KOMy-HaaAo.

I ’ + Quote -]

Seller
o5
32 posts
Joined
07/04/19 (ID: 94000)

Jan 7, 2020 Thread starter [EE=SNNENEEY

Mect HeT. M He nnanmpyeTcs. Travelex pekoMeHayemM HauvHaTs COOMpaTsy CPeacTsa Ans
Bbinnatel, 6o DOB+SSN+CC 6yaeT npogalo KOMy-Haao.

Unknown &
$88

Joined: May 12, 2019
Messages: 40
Reaction score: 39
Points: 18

L\Report g Like +Quote <3 Reply

o pewpewpew and petroglyph

Figure 11 - Threats to resell Travelex customer data

Whilst there is no evidence of a ransom payment being made, or the stolen data being resold or
leaked, Travelex suffered a long period of downtime whilst they worked throughout January and into
February 2020 to restore access to many of their systems, seemingly focusing on in-store services and
ATMs. As of February 5, 2020, Travelex” website and online currency exchange services, including

‘white label’ services for other banks, appear to remain offline.

Based on third-party observations after the compromise, it is suggested that Travelex had unpatched
‘Pulse Secure VPN’ nodes that could have provided a potential attack vector, especially given that
attempts to notify them of being vulnerable to CVE-2019-11510° and CVE-2019-115397 appear to have
been ignored (Figure 12).

6 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11510
7 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11539
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Bad Packets Report @bad_packets - Jan 4 >
@ Replying to @GossiTheDog
We notified Travelex about their vulnerable Pulse Secure VPN servers on
September 13, 2019,

No response.
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Figure 12 - Bad Packets Report’ Pulse Secure VPN notification

Furthermore, and given that REvil explicitly sought affiliates with Remote Desktop Protocol (RDP)
compromise skills, Travelex were identified (Figure 13) as having Windows Servers, hosted on Amazon
Web Services (AWS), with RDP enabled and Network Layer Authentication (NLA) disabled.

Kevin Beaumont  @GossiTheDog - Jan 2 b
Travelex's AWS platform had Windows servers with RDP enabled to internet
and MNLA disabled, cops.

25 1 38 O 188 0

8]

Figure 13 - Exposed Travelex Windows Server with RDP enabled/NLA disabled

Notably, NLA requires a client to authenticate prior to establishing a session and can help mitigate

some RDP vulnerabilities.
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Gedia Automotive Group

German automotive supplier Gedia Automotive Group, headquartered in Germany, discovered a
‘massive cyberattack’ on, or around, January 20, 2020 that, according to a since deleted press release®
(Figure 14), resulted in ‘an immediate system shutdown’ and had ‘far-reaching consequences’ for their

other business locations as these connect to their central infrastructure.

23.01.2020 | Press release €— More articles

IT shutdown GEDIA

A massive cyberattack was carried out on the headquarters of the GEDIA Automotive
Group in Attendorn, at the beginning of this week. After discovery and investigation,
an immediate system shutdown was decided by the management. This action was
taken to prevent a complete breakdown of the IT infrastructure. The shutdown has
far-reaching consequences for the entire GEDIA group because all locations are
connected to the central IT structure. An emergency plan ensures production,
material supply and the processing of customer deliveries. The critical systems are
running. External security experts support the analysis and repair of the damage.
According to initial analyzes, it is an attack by cybercriminals from Eastern Europe.
Since large parts of the administration are not able to work due te the shutdown,
almost the entire administration employees in Attendorn are initially at home within a
flextime rule. After planning, the functions will be put back into operation as
necessary. From today's perspective, it will take weeks to months until full functional

processes are completely restored.

~ €— More artides

Figure 74 - Gedlia Press Release on January 23, 2020 (Since removed)

Consistent with REvil's TTP, posts were made to both the Exploit and XSS forums (Figure 15) indicating
that 50GB of data, including blueprints, employee data and customer details, had been stolen from
Gedia and would be released ‘for free’ if the ransom is not paid. As proof of this threat, a spreadsheet
containing details of Gedia’s Active Directory (AD) environment was shared and included details of AD
users, policies and machines amongst other data gathered by the opensource ‘ADRecon’ tool°.

8 https://www.gedia.com/en/news/article/IT
% https://github.com/sense-of-security/ADRecon
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UNKN Posted Wednesday at 04:41 PM Report post =
kilobyte
P MecT HeT.

Tenepb K BkycHoMy. gedia.com . Ha KOHTaKT He BbIWIKM. 3alUpPOBaHbl BCE KOMMNBKTEPBI

3aKa3zunikos. Bce 370 3aboTnMeo NoAroTOBNEHO K DpEanM3auMKy Ha EHD)KB HH¢UDMBHHH.
YTO He KYNAT - BeINOXMM GecnnaTHo. 7 AHel A0 nyBnukaumM.
https://www.sendspace.com/file/6zbdzh

| l B CETW. YKpaaeHo Oonee 50 ro AaHHBIX, BKKYaA YepTeXM, AaHHbIe DaOOTHHUKOB M

Seller
o5
32 posts
Joined
07/04/19 (ID: 24090)

https://www.artech.com/ npucrynaem K Nnpofiaxe AaHHbIX Ha Dupxax.

+ Quote e
Jan 22, 2020 Thread starter =SR]
MecT HeT.

Teneps k BkycHoMy. gedia.com . Ha KOHTAKT He BbIWAM. 3alWMDPOBaHLI BCE KOMMLHITEDL] B
ceTu. Ykpaaero bonee 50 r6 aaHHbIX, BKAUAA YEPTEXM, AaHHbIE PAOOTHWUKOE M 33Ka3UMKOB.

Unkn;\;'n = Bce 310 3360TNMBO NOArOTOB/EHO K PeanusaumMy Ha bupmke nHdopMaumn. YTo He kynaT -
BBUIOXWM BecnnaTHo. 7 AHer Ao nybavkaumw. https://www.sendspace.com/file/6zbdzh
Temium
Joined: May 12, 2019
Messages: 40
T 19 https://www.artech.com/ npucTynaem K NPoAaxe AaHHLIX Ha BAPXaXx.
Points: 18

[\Report ryLike +Quote <R Reply

Figure 15 - Gedia “ADRecon’ file leak
Note: These posts also reference an additional victim - US-based ‘Artech Information Systems’

ADRecon is a post-compromise tool, and the data shared by Gedia may be beneficial to other
attackers given the level of detail available within the spreadsheet.

Following the distribution of Gedia’s press release on January 23, 2020 and ‘comments’, reportedly
denying any data theft, made by Gedia’s CEO Markus Schaumburg, a 1.55GB archive of data seemingly
stolen from an IT department employee was shared in both ‘Exploit” and XSS’ forum posts (Figure 16).
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UNKN Posted Thursday at 04:52 PM Report post <
kilobyte
o0 2 gedia.com

OTBeYasd Ha KOMMeHTapuu MMcTepa Schaumburg'a NpUKNaaLIBaeM apXus Bawero

COTPYAHWKA ©UAMNNa
U B [13aHHOM apXWBE COAEPXMTCA NOMHAA MHOOPMALUMWA O BHYTDEHHER WHMPACTPYKTYPE,
Bekan-nnaHax, CeTW, W MEHEMEDY YYETHBIX 3anucei RoyalTs
BOHYCOM K apxuBy A00aBWNM paciundPOBaHHLIA 4aMN KOHTPO/IEpPa A0MEHA

Seller
05 https://mega.nz/#F|26Ak3a0a! OPD5PIL-2u_dWIZS3Nz_Uw
32 posts
Joined . .
07/04/19 (ID: 94090) Ewle 0aMH noAoDHbIR KOMMEHTapUIA - HAYHEM MCNONb30BaTh (PMHAHCOBLIE AaHHbIE

KOMMaHuM, Balmx KNMEHTOB M COTPYAHWKOB. PasyMeeTca Mbl YBEAOMMM MX, MOYEMY C MX
CYETOB NPOMNanu AeHEXHbIe CPeACTEa.
¥ Bac 7 gHeil. Janele OyaeM OeHCTBOBATD XKeCTYe.

+ Quote [{—]
Thursday at 452 PM o [1 =42
2 gedia.com

OTBeuan Ha KOMMEHTapPMM MKCTepa Schaumburg'a NPYKNaabIEaEM apPXWE BaLLETO
coTpyaHvka Ouannna

Unknown &

B aaHHOM apxvEBe COAEPXMTCA NoNHaa MHOOPMaLMA O BHYTPeHHeR MHOpacTpykType, Gekan-
remium

- NNaHax, CeTy, ¥ MeHeMXepy yueTHbIX 3anwcerd RoyalTs
Joined: May 12, 2019 .
Messages: 0 boHycom K apxwBy A06aBMAKM pacllMpoBaHHbIA Aamn KOHTpoAnepa AOMeHa
Reaction score: 39
Points: 18

https://mega.nz/#F!26Ak320alOPD5PIL-2u_dWIZS3Nz Uw

Eule oavMH NoA06HbIA KOMMEHTAPWIA - HAUHEM MCMONb30BaTh GMHAHCOBLIE JaHHble
KOMMaHWM, Baluvx KAMEHTOB M COTPYAHMKOE. PasyMeeTca Mul YEEAOMUM KX, MOYEMY C UX
CUYETOB NPONanu AeHexHble CpeacTBa.

¥ Bac 7 anen. Janbwe bynem AeACTEOBATL XKecTue,

DiReport yLike +Quote <HReply

O Jefis

Figure 16 - Gedlia IT data leak

Aside from documentation relating to Gedia’s IT infrastructure, the archive included potential plain
text keys and passwords, although much of the data, based on timestamps, appeared to be more than
two years old. Regardless of its age, as with any data of this nature, it can provide valuable intelligence
to other threat actors seeking to attack or compromise the organization further.
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Further proving the seriousness of these attacks and REvil’s intent to act on their threats, January 27,
2020 saw the release (Figure 17) of another Gedia stolen data set named ‘gedia-audi-first-part” which
appears to include some 15GB of design and commercial data related to parts for Audi, Porsche and

Volkswagen vehicles.

UNKN Posted Saturday at 10:28 AM Report post =
kilobyte
o0 gedia.com - HOBas 4acTb AaHHbIX. Mx OyAeT Heckonbko. B nocneaHel BbINOXMM
0TpaboTaHHbIe (UHAHCOBbLIE AaHHbIE COTPYAHWKOB, WX MEPCOHAMbHBIE JaHHbIE U Bawmx
3aKaz4MKoB.
U https://mega.nz/#F!YFAGDKRI!ROSrOPc-S3F15eefrhR1JA
Seller A Tenepb K XOpOoWeMy - MECT ANA Habopa HeT.
[+
33 posts
Joined + Quote -]

07/04/19 (ID: 94090)

Saturday at 10:28 AM o [1 247

gedia.com - HOBaA YacTb AanHbix. Wx ByaeT Heckonbko. B nocneaHen BblAoXMM
oTpa6oTaHHble GMHaHCOBLIE AaHHbIE COTPYAHMKOE, VX NepcoHanbHble AaHHbIe W Bawwmx

Unknown & SAKASHMKOE.
3§35
Joined: May 12, 2019
Messages: 41
Reaction score: 42
Points: 18 https://mega.nz/#FYF4GDKRJIROSrOPc-53F15eefrhR1JA

A Tenepb K XOpOLUeMY - MeCT ANA HaBopa HeT.

Figure 17 - Gedia design and commercial data leak

Based on third-party analysis of Gedia’s IT data leak and the identification of Citrix virtual machine
documentation (Figure 18), it was suggested that these may have been vulnerable to CVE-2019-19781°,
a directory traversal and remote code execution vulnerability on some versions of Citrix Application
Delivery Controllers (ADC) and Gateways. Proof-of-concept (PoC) exploit code was made available for
this vulnerability on January 10, 2020, potentially aligning with the Gedia compromise and supporting

this hypothesis.

10 https://cvemitre.org/cgi-bin/cvename.cgi?name=CVE-2019-19781

Cyberint 25 Cyberint Copyright © All Rights Reserved 2020



Profiling REvil

Under the Breach .
@underthebreach

| examined the files #REvil posted from Gedia.com after
they refused to pay the #ransomware.

the interesting thing | discovered is that they obviously
hacked Gedia via the #Citrix exploit

my bet is that all recent targets were accessed via this
exploit.

(1/2)

e [Worusten 10 Per b Pasgetinhrd T inudaBare veri . Myush s OW I8 18 2 D Sowviling
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12:39 PM - Jan 24, 2020 - Twitter Web App

17 Retweets 32 Likes

Figure 18 - Gedlia Citrix CVE-2019-19781 hypothesis

Additionally, ‘Bad Packets’ respond (Figure 19) to this tweet and suggest that Gedia may have had an
unpatched Pulse Secure VPN node that could have been exploited by REvil, as suggested in the

Travelex incident.

Bad Packets Report e
@bad_packets

Replying to @underthebreach
What about their unpatched Pulse Secure VPN server?

7:59 PM - Jan 24, 2020 - Twitter Web App

5 Likes

Figure 19 - Bad Packets suggest Pulse Secure VPN exploited
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Artech Information Systems

P
ARTECH

GLOBAL WORKFORCE SOLUTIONS. MAXIMIZED.

Whilst US-based Artech Information Systems, an IT staffing company, hasn’t appeared publish an

official statement regarding a potential compromise and/or ransomware attack, those behind REvil

posted a sample set of Artech’s data on both the ‘Exploit” and ‘XSS’ forums on January 11, 2020 (Figure

20).
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Premium

Joined: May 12, 2019
Messages: 40
Reaction score: 39
Points: 18

Jan 11,2020 = [1 #38

Thread starter

Ects 1 mecTo. MpriMem cinbHyo KoMaHay no ceTam. [leficteutensHo cunsHyo. Ho ¢
XOPOWMM %. AHFNORA3bIUHBIE H03EPbI HE MPUHMMAHTCA

ATenepsb K HalwWm GapaHam.

https://www.artech.com/

Ha c8A3b He BuIX0AAT. HauMHaem BuINONHAT: 0BelaHuA,

Mepsas Yactb AaHHbix https;//www.sendspace.com/file/ilczzl
Bropas uactb JanHbIx https;//www.sendspace.com/file/8dwit1

70 Manan YacTb TOTO, UTO Y Hac ecTb. Ecu ABMXeHWi Tak 1 He ByJeT - ocTanbHble, bonee
BaXHble ¥ MHTEPECHbIE KOMMEPUECKVE 1 MepCOHaNbHbIE AaHHbIE Mbl NPOLAIHM TDETENM
NMuaM, BKNH0UEA GMHAHCOBLIE PEKBM3MTEL.

Last edited: Jan 11, 2020
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Figure 20 - Artech data leak
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Posted January 11 (edited) Report post <

EcTb 1 MecTo. MpUMeM Cu/bHY KOMaHay no ceTaM. JefCTBUTENbHO CUbHYI0. Ho C
XOPOWNM Y. AHTTIOA3bIYHBIE K3EDE! HE MPUHMMAIOTCA.

A Teneps K HawuM GapaHam.
https://www.artech.com/

Ha €BSI3b He BbIXOAAT. HAYUHAEM BLINOMHATL OBELaHUS.
Mepeas yacTb AaHHbIX https://www.sendspace.com/file/ilczz!
BTOpas YacTb AaHHbIX https://www.sendspace.com/file/8dw1tl

3TO Manas YacTb TOrO, YTO ¥ HAC eCThb. ECAM ABMKEHMA Tak 1 He DyJeT - ocTanbHble,
Gonee BAXHBIE M MHTEPECHBIE KOMMEPYECKUE U MepCol AaHHBIE Mbl M

TPETEMM NMUEM, BIIK0YAA (PUHAHCOBbIE PEKBMSUTEI.

Edited January 11 by UNKN

+ Quote

ABe

The data leaked in this instance included the output of the opensource ADRecon tool, predating it’s

use against Gedia, along with a 300MB archive containing data seemingly belonging to an IT

department. As subsequently seen in the Gedia data leaks, IT department data includes a treasure-

trove of intelligence on the organization’s infrastructure as well as potential plaintext keys and

passwords that can be abused in other attacks.
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CyrusOne / CDH Investments @ Cyruson&

Data center and managed service provider CyrusOne, headquartered in the United States, confirmed a
ransomware incident in a December 5, 2019 press release™ as impacting their managed service division
and causing ‘availability issues’ for six managed service customers primarily serviced by their New York
data center. Additionally, CDH Investments, a Chinese investment fund firm, appears to have been
compromised by REvil around a similar time although no official announcement has been made.

’

Whilst there was little public information surrounding the incident, forum posts on both the ‘Exploit
and ‘XSS’ forums (Figure 21) are significant in that they signify the start of REvil’s ‘separate division’,
that is focused on large operations. As seen in more recent attacks, REvil claim to have stolen data
from CyrusOne and CDH Investments although no leaks have been observed to date.

UNKN Posted December 7, 2019 (edited) Report post <
kilobyte
o0 ECMM He OTBeYaeM - 3HaYMT He WHTEPECHBI. Nubo MecT HeT.
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cofMpatoTcs. O4eHb Xanb. TakTuka "noTpatmM 100 MWIIMOHOB Ha BOCCTAHOBMEHME C
HYMR, 4eM 15 Ha BLIKYN" Takas ke ShhekTMBHas, Kak M onpasaaHus Mapuka Kykonga
Seller XapnaMoBa. MHBecTopaM NoToM ByaeTe 06bACHATL, rAe Bbiroaa. Kaxaas aTaka
o5 CONpOBOXAAETCA KOMMPOBaHMEM KOMMEPYECKOR MHAOpMaLMKn. B cilyyae 0TKasa BbIriaTsl
3J20E'Ioesdts - AaHHble GYAVT nnéo npoAaHbl KOHKYpPEHTaM, nubo BblKNaAblBaTbCA B OTKPLITLIE

McTouHMKM. GDPR. He XOTUTe NNaTtuTb HaM - nnatuTe 8 x10 pas fonble NpaBuTeNbCTBY.
HeT npobnemM.

07/04/19 (ID: 94090)

Ouenb cTpanHo, 4To cdhfund.com no cux nop mMon4yat. OHM Takoke GbiNK NoABEPHKEHDbI
aTaKe, BCE [JaHHble CKOMMPOBaHbl M 3aWndpoBaHbl. B Cllyyae 0TKasa - Halww JeHCTBIS

0603HaUEHS BhIlLE.
Dec7, 2019 2 [ #30

Edited December 7, 2019 by UNKN

AVATAR

Mel OTKPLINKM OTAENEHOE NoAPa3AeneHre, KOTOPOe 3aHUMAETCA KPYNHBIMKU OnepaLMaMM.
Heaento Hazaa 6ein ocyulectsner goctyn kK CyrusOne. Cyan no CMUW - naatvte oHK He
+ Quote cobmpatotcs. Quedb xanb. Taktvka "notpatim 100 MMANMOHOB Ha BOCCTARHOBNEHMWE C HYAA,

Unknown & uem 15 Ha Bbikyn” Takan xe 3ddeTmeHan, Kak v onpasaaHva lNapwka Kykonga Xapnamosa.
WMHeectopam notom ByaeTe 06bACHATD, rAe Bbiroaa. Kaxaas ataka conpoBOXAaeTca
KOMMPOBaHWEM KOMMEPUYECKOH MHbOopMaLMK. B ciyuae OTKasa BbINAaTel - AaHHLIE BYayT
ﬁ!‘ﬁ;ge L1 zolg AVBO NPoAaHbl KOHKYDEHTaM, MO0 BLIKNaALIEATECA B OTKPBITEIE MCTOUHMKK. GDPR. He
Reaction score: 39 XOTWUTE NAATMTL HaMm - nnatuTe 8 X10 pas Gonble npasvTenscTsy. HeT npoBaem.
Points: 12

Ouens cTpaxHo, uto edhfund.com g0 cvx nop moauat. OHK TaoKe 611K NOABEPXEeHbI aTake,
BCE AaHHbIE CKOMMPOBaHbl M 3allMbpPoBaHbl. B ciyyae 0TKasa - HallM AeWCTEMA 0B03HaYEHbI
BbILLE,

Last edited: Dec 7, 2019

L Report o Like +Quote <3 Reply

I @ Desoxyn, upshop33, Capital and 2 others

Figure 21 - REvil separate division announcement along with identification of CyrusOne and CDH Fundss as
victims

11 https://investor.cyrusone.com/news-releases/news-release-details/managed-service-division-cyrusone-addresses-ransomware-
incident
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Paying Victims

Often not advocated by law enforcement agencies®, especially as encourages further attacks, some
victims may feel compelled to pay ransoms, especially where they lack the capabilities to successfully

restore their systems in a reasonable timeframe.

Whilst the true scale of REvil's victims cannot be fully assessed, especially as some may pay for
restoration and to protect their anonymity, two organizations have been identified as paying to

recover from their REvil ransomware attacks.

The most recent, Albany International Airportin the United States was subject to a ransomware attack
that was discovered on December 25, 2019 and was reported as only impacting their administrative
data rather than any traveler data or airport operations. Subsequently, the airport authority’s insurance
provider authorized the payment of an “under six figures” ransom, made using the bitcoin (BTC)
cryptocurrency on December 30, 2019 and decryption keys were made available two hours later

allowing the restoration of data.

Earlier in 2019, PerCSoft, a US-based provider of cloud services to Digital Dental Records (DDR),
suffered a ransomware attack on the morning of August 26, 2019 that lead to the encryption of DDR’s
dental records which impacted around 400 dental practices across the United States. Based on a
report by investigative reporter Brian Krebs®, screenshots obtained from a private Facebook group
suggest that the ransom was paid and access to the decryption keys was gained (Figure 22).

I (el et “___E“-

Figure 22 - REvil Decprytor screenshot reportedly from the PerCSoft/DDR incident (image source: Krebs on Security)

12 https://www.ic3.gov/media/2019/191002.aspx
13 https://krebsonsecurity.com/2019/08/ransomware-bites-dental-data-backup-firm/
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Profiling REvil

Contact Information

ISRAEL
Tel:+972-3-7286-777
17 Ha-Mefalsim St 4951447 Petah Tikva

UNITED KINGDOM
Tel:+44-203-514-1515
Fox Court 14 Grays Inn Rd, Holborn, WC1X 8HN, Suite 2068 London

SINGAPORE
Tel:+65-3163-5760
135 Cecil St. #10-01 MYP PLAZA 069536

USA
Tel:+1-646-568-7813
214 W 29th St, 2nd Floor New York,NY 10001

LATAM
Tel:+507-395-1553
Panama City

Cyberint.
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