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DMM Bitcoin
warns that threat
actors stole $300
mill ion in Bitcoin

Japanese crypto exchange DMM Bitcoin  has
reported the theft  of  4 ,502.9 Bi tcoin  (BTC) ,
va lued at  approximate ly  $308 mi l l ion (48.2
bi l l ion yen)  ,  mark ing the most  s ign i f icant
cryptocurrency heist  of  2024.  The
unauthor ized transfer  was detected on May
31,  2024

DMM

BREACH

ShinyHunters -
Snowflake -
Breach

In  Apr i l  and May of  2024,  Snowflake ,  a  c loud
data  warehous ing company,  became the v ict im
of  a  data  breach when a  threat  actor  named
"ShinyHunters"  ga ined access  to  i ts  systems
us ing sto len employee credent ia ls .  According
to the threat  actor ,  customer data  of  400
companies  us ing Snowflake 's  serv ices  was
extracted.

SHINYHUNTERS

Threat Actor
Claims to Have
Leaked Riyadh
Airport Employee
Database

A threat  actor  ( ”888” )  f rom Breachforums,
c la ims to  have leaked sens i t ive  employee data
from Riyadh Airport ,  potent ia l ly  expos ing the
personal  informat ion of  hundreds of
employees .
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A threat  actor  named ‘proper12’  f rom Explo i t
forum,  c la ims to  be se l l ing  unauthor ized
Citr ix  access  to  a  major  Amer ican insurance
company with  an annual  revenue of  $10
bi l l ion .

PROPER12
Threat Actor
Allegedly Sell ing
Unauthorized Citrix
Access to American
Insurance Company

ACCESS

INSURANCE

Cybercriminals
pose as "helpful"
Stack Overflow
users to push
malware

Cybercr imina ls  are  leverag ing Stack Overf low
to spread malware by answer ing user
quest ions  and promot ing a  mal ic ious  PyPi
package named 'pyto i leur . '  Th is  package,  part
of  the known 'Cool  package '  campaign,
masquerades as  an API  management  tool  but
insta l l s  Windows informat ion-stea l ing
malware .

SOCIAL

CAMPAIGN

GLOBAL

Cyber int  Argos has  detected that  a  threat
actor  named '888'  has  a l legedly  leaked data
belonging to  Shel l ,  the prominent  Br i t i sh
mult inat ional  o i l  and gas  corporat ion.  The
disc losed database purportedly  conta ins
around 80,000 entr ies

Threat Actor 888
Allegedly Leaks
Shell  Data,
Impacting 80,000
Individuals

SHELL

CRYPTO
PLATFORM
ACCESS OFFERED
FOR SALE

Cyber int  Argos has  ident i f ied an in i t ia l  access
broker  offer ing system admin panel  access  to
a crypto p latform.  This  access  i s  pr iced
s igni f icant ly  h igher  than usual ,  at  $50,000.
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UPSTOX.COM
Data leak -
Reposted 

EXCLUSIVE

Mysterious Cyber
Attack Took Down
600,000+ Routers
in the U.S.

Over 600,000 smal l  off ice/home off ice
(SOHO) routers  have been rendered
inoperable  fo l lowing a  cyber  attack by
unident i f ied actors ,  d isrupt ing internet  access
for  many users  in  the U.S .

CAMPAIGN

U.S.

DISRUPTION

Police seize over
100 malware
loader servers,
arrest four
cybercriminals

An internat ional  law enforcement  in i t iat ive
dubbed 'Operat ion Endgame'  has  d ismant led
over  100 servers  used by major  malware
loader  operat ions ,  inc luding IcedID,  P ikabot ,
Tr ickbot ,  Bumblebee,  Smokeloader ,  and
SystemBC.
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In  Apr i l  2021,  Indian brokerage f i rm Upstox
suffered a  data  breach.  The inc ident  exposed
extens ive personal  informat ion on over
100,000 customers ,  inc luding names,  genders ,
dates  of  b i r th ,  phys ica l  addresses ,  banking
informat ion,  and passwords  stored as  bcrypt
hashes . INDIA

LEAK
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CVE-2024-24919

On May 28,  2024,  Check Point  re leased an advisory  for  CVE-2024-
24919,  a  h igh-sever i ty  informat ion d isc losure vulnerabi l i ty
affect ing Check Point  Secur i ty  Gateway devices  conf igured with
the “ IPSec VPN” or  “Mobi le  Access”  software b lade.  They reported
observ ing in-the-wi ld  explo i tat ion of  th is  vu lnerabi l i ty  s ince Apr i l
30,  2024.  Threat  actors  have been us ing i t  to  enumerate and
extract  password hashes for  a l l  loca l  accounts ,  inc luding those
connected to  Act ive Directory .  Addit ional ly ,  adversar ies  have been
seen moving latera l ly  and extract ing the “ntds .d i t ”  f i le  f rom
compromised customers '  Act ive Directory  servers  with in  hours  of
the in i t ia l  attack on a  vulnerable  Check Point  Gateway.

CHECK
POINT

CVSS: 8.6

NEW WEEKLY
VULNERABILITIES

CVE-2024-3820

A vulnerabi l i ty  was found in  wpDataTables  P lug in  up to  6 .3 .1  on
WordPress .  I t  has  been dec lared as  cr i t ica l .  The p lug in  for
WordPress  i s  vu lnerable  to  SQL In ject ion v ia  the ' id_key '
parameter  of  the wdt_delete_table_row AJAX act ion in  a l l  vers ions
up to  and inc luding 6 .3 .1 .  This  i s  due to  insuff ic ient  escaping of
user-suppl ied parameters  and inadequate preparat ion of  ex ist ing
SQL quer ies .  This  vu lnerabi l i ty  a l lows unauthent icated attackers  to
append addit ional  SQL quer ies  to  ex ist ing ones ,  potent ia l ly
extract ing sens i t ive  informat ion f rom the database.  I t  i s  important
to note that  th is  i ssue only  affects  the p lug in 's  premium vers ion.

WORDPRESS CVSS: 10.0

CVE-2024-5035

A cr i t ica l  secur i ty  f law has  been ident i f ied in  the TP-L ink Archer
C5400X gaming router ,  potent ia l ly  leading to  remote code
execut ion through specia l ly  crafted requests .  Explo i t ing  th is  f law
al lows remote unauthent icated attackers  to  execute arb i t rary
commands on the device with  e levated pr iv i leges .
The vulnerabi l i ty  l ies  in  the "r f test"  b inary  re lated to  radio
frequency test ing ,  which is  launched at  startup and l i s tens  on TCP
ports  8888,  8889,  and 8890.  This  exposure permits  remote
unauthent icated attackers  to  achieve code execut ion.  Al though the
network serv ice  is  supposed to  accept  only  commands start ing with
"wl"  or  "nvram get , "  ONEKEY discovered that  th is  restr ict ion can
be eas i ly  bypassed by in ject ing commands after  shel l  meta-
characters  l ike  ;  ,  & ,  or  |  (e .g . ,  "wl ; id ; " ) .

TP-LINK CVSS: 9.8

https://wiki.dd-wrt.com/wiki/index.php/Wl_command
https://wiki.dd-wrt.com/wiki/index.php/Hardware#NVRAM
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WEEKLY
RANSOMWARE
STATS
WEEKLY TOP RANSOMWARE FAMILIES

LOCKBIT3.0 LEADING THE RANSOMWARE INDUSTRY THIS
WEEK WITH 17 NEW VICTIMS.

AKIRA IN SECOND PLACE THIS WEEK WITH 10 NEW
VICTIMS.

8BASE ARE THIRD THIS WEEK WITH SEVEN NEW VICTIMS

TOP 10 TARGETED
SECTORS

DISTRIBUTION

TOP 10 TARGETED
COUNTRIES

DISTRIBUTION

U.S.
52.2%

Italy
8.7%

Canada
8.7%

U.K.
8.7%

Spain
6.5%

Japan
4.3%

Sweden
2.2%

Ireland
2.2%

Retail
34.9%

Manufacturing
11.6%Business Services

9.3%

Transportation
7%

Finance
7%

Telecommunications
7%

Healthcare
7%

Government
4.7%


