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RA World
Ransomware Group
Has Allegedly
Attacked Melchers
Singapore

RA World  Ransomware Group has  added four
new v ict ims to  thei r  dark  web porta l ,
inc luding The S ingapore Branch of  Melchers
Group.  They ' re  threatening to  publ ish  the
data  they acquired dur ing the attack in  a
week (01/08)

RANSOMWARE

RA WORLD

Threat Actor
shared a fi le that
includes 49 SQL
Databases from
multiple Mexican
websites

The Threat  Actor  Vira lGod posted on the
cybercr ime forum "  Breachforums,"  a  f i le  that
c la ims to  conta in  49 SQL databases  f rom
different  Mexican websi tes .  The threat  actor
c la ims to  have over  1 ,000,000 l ines ,  most
conta in ing users '  informat ion,  such as  emai ls ,
fu l l  names,  addresses ,  and phone numbers .

VIRALGOD

Threat Actors are
abusing Google
Cloud to Harvest
Credentials via
Phishing

The Threat  Actor  FLUXROOT has  been seen
target ing LATAM users .  I t  a ims to  harvest
log in  informat ion assoc iated with  d i f ferent
onl ine payment  p latforms in  the LATAM
region by leverag ing Google  Cloud server less
projects .

CLOUD

BREACHFORUMS

FLUXROOT

LEAK

LATAM

The threat  actor  Vira lGod is  offer ing for  sa le
on the cybercr ime forum "breach forums"  a
database of  Chi lean Cit izens .  The threat  actor
c la ims to  have over  14.5 mi l l ion l ines  of
c i t izens '  informat ion,  inc luding RUT (Tax ID) ,
Ful l  name,  address ,  Region,  and Comuna.

SALE
Threat Actor
offering for sale
over 14.5 Mill ion
lines of Chilean
Citizens Data

VIRALGOD

CHILE

'Zeus'  Leaks
Personal
Information of
Israeli  Olympic
Delegation Members

A new threat  actor  known as  'Zeus '  has
publ ished personal  informat ion about  the
members  of  the Israe l i  2024 Olympic
delegat ion.  The exposed data  inc ludes  phone
numbers ,  emai l  addresses ,  home addresses ,  ID
numbers ,  fami ly  re lat ions ,  etc .

ZEUS

LEAKS

OLYMPIC

A threat  actor  known as  "ZeroSevenGroup"
has  l i s ted administrator  access  to  an Israe l i
agr icu l ture  company for  sa le  on a  cybercr ime
forum,  pr iced at  2000 USD.

Administrator
Access to Israeli
Agricultural-
Chemical Company
Offered for Sale AGRICULTURAL

A Threat Actor
Claims to Have
RCE Exploit in
Albatross Protocol

A threat  actor  offers  a  remote code execut ion
(RCE)  explo i t  for  the Albatross  Protocol ,
explo i t ing  a  buffer  overf low vulnerabi l i ty .
However ,  the explo i t  has  l imitat ions  with
certa in  secur i ty  measures .  
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RCE

EXPLOIT

BREACH

Group of Cyber
Criminals
conducting Vishing
Attacks Local
Phil ippine Banks
Arrested

A group of  Vish ing operators  -  composed of  9
members  -  was arrested by Phi l ipp ine loca l
pol ice  on Ju ly  25,  2024.  These operators
main ly  target  loca l  bank customers ,  especia l ly
the e lders  (Senior  Ci t izens) .  

VISHING

ARREST

PHILIPPINES

RansomHub Group
Allegedly attacked
Garudafood Putra
Putri  Jaya

The RansomHub ransomware group has
a l legedly  attacked Garudafood Putra  Putr i
Jaya ,  a  company in  the Food & Beverages
sector  in  Indones ia .  The group c la ims to  have
obta ined 10G of  data  and threatens  to
publ ish  i t  with in  one day.

RANSOMHUB

INDONESIA

RANSOMWARE

SINGAPORE

CARE VISION

In  Ju ly  2024,  the threat  actor  Hana posted
deta i l s  of  a  data  breach on Breachforums,
affect ing Care Vis ion ,  a  UK-based c loud Care
Management  system.

UK

ZEROSEVEN
GROUP

ISRAEL

Data Breach
Exposes Sensitive
Information of
Care Vision Users



CVE-2024-6327

Teler ik  Report  Server  i s  a  web-based appl icat ion for  creat ing ,
managing ,  and del iver ing reports  in  var ious  formats ,  featur ing tools
for  report  des ign ,  schedul ing ,  and secure del ivery  to  centra l ize
report ing processes .  The issue at  hand stems from insecure
deser ia l izat ion ,  where untrusted data  i s  deser ia l ized,  potent ia l ly
a l lowing attackers  to  execute arb i t rary  code remotely  on the
affected server .  Progress  has  not  d isc losed whether  CVE-2024-
6327 has  been explo i ted in  the wi ld .

TELERIK CVSS: 9.9

NEW WEEKLY
VULNERABILITIES

CVE-2024-41110

Docker  has  ident i f ied a  cr i t ica l  f law in  spec i f ic  vers ions  of  Docker
Engine ,  potent ia l ly  a l lowing attackers  to  bypass  author izat ion
plugins  (AuthZ)  under  certa in  condit ions .  This  vu lnerabi l i ty ,
t racked as  CVE-2024-41110 has  a  CVSS score of  10.0 ,  ind icat ing
extreme sever i ty .  An attacker  could  explo i t  th is  f law us ing an API
request  with  Content-Length set  to  0 ,  caus ing the Docker  daemon
to forward the request  without  the body to  the AuthZ p lug in ,
which might  incorrect ly  approve i t .  Explo i t ing  Docker  Desktop
requires  access  to  the Docker  API ,  imply ing that  the attacker  must
have loca l  access  to  the host  machine unless  the Docker  daemon is
insecure ly  exposed over  TCP.

DOCKER CVSS: 10.0

CVE-2024-0760

The Internet  Systems Consort ium ( ISC)  has  re leased secur i ty
advisor ies  to  address  vulnerabi l i t ies  in  mult ip le  vers ions  of  ISC’s
Berkeley Internet  Name Domain (BIND)  9 ,  inc luding CVE-2024-
0760.  A cyber  threat  actor  could  explo i t  one of  these
vulnerabi l i t ies  to  cause a  denia l -of-serv ice  condit ion.  A mal ic ious
c l ient  can send numerous DNS messages  over  TCP,  potent ia l ly
destabi l i z ing the server  dur ing the attack .  The server  may recover
after  the attack ceases ,  but  us ing ACLs wi l l  not  mit igate  the attack .
The server  can remain unrespons ive for  some t ime after  the attack
ends .  This  f law was d iscovered dur ing interna l  test ing ,  and there
are no known act ive explo i ts .

ISC CVSS: 7.5
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WEEKLY
RANSOMWARE
STATS
WEEKLY TOP RANSOMWARE FAMILIES

RANSOMHUB LEADS THE RANSOMWARE INDUSTRY THIS
WEEK WITH 12 NEW VICTIMS

IN SECOND PLACE,  MEDUSA COMPROMISED 11 NEW
VICTIMS THIS WEEK

AKIRA IS  IN THIRD PLACE WITH NINE NEW VICTIMS THIS
WEEK

TOP TARGETED
SECTORS

DISTRIBUTION

TOP TARGETED
COUNTRIES

DISTRIBUTION

U.S.
71.7%

Canada
9.8%

Brazil
4.3%

Italy
3.3%

Germany
2.2%

Taiwan
1.1%Business Services

24.5%

Manufacturing
18.1%

Retail
16%

Healthcare
8.5%

Finance
8.5%

Government
6.4%

Education
5.3%

Technology
4.3%

Transportation
4.3%


